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Ct. 3= ofiH|
7h) HIO[E{H|O]A E2t0[H ALE Ofi K|

B2 ALEA YES 2oF A H2E 74l X2 ok= Q6K §h2 ZE GAE HO0f =L S20|AUE
OlM GET 239l QIXt= £

‘1 UNION SELECT group_concat(table_name) FROM information_schema.tables WHERE
table_schema = database();’ 2t Z2 SAES MY 42 HO|EH0|A o] 2E E|O|E 0|50] X3|=|1,

Olz & 34XVt Hot= ZE HeE &Y Jisottis 0|2 siME + QAT

HEE id 2S4S Sl0] J1tH2 H20| HUSEZ, SR FYHR! Y id 2t i

—

const mysgl = require("'mysql");

/] A4 £7|3 SN M
sql

const connection = my.

ro
ok

.createConnection(...);

router.get("/vuln/email’, (req, res) =) {
const con = connection;
const userlnput = reqg.query.id;
[/ NERIZRE U2 Zt2 AS 90| IUE FH2(o AL
const query = ‘SELECT email FROM user WHERE user_id = ${userlnput}’;

2 @9 H @ 5 @K

12: con.query(query,

13: (err, result) =) {
14: if (err) console.log(err);
15: return res.send(result);

18: M;

ClO[E{H|0]A 2t0[E=2|7t QXtetE HE| 7IsE AT 8% diE 7|
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il ad (<))
1: const mysgl = require("'mysql");

20 ...

3. router.get("/patched/email”, (req, res) =) {

4: const con = connection;

55 const userlnput = reqg.query.id;

6: const query = ‘SELECT email FROM user WHERE user_id = ?5

Ve

8: [/ HE| &0 AFBA UAUS Ui HEE MY, O[FA ZHYSHH ALSAH AHko

9: // escape XM2E gt A SUSH ZFurt HY
10: con.query(query, userinput,
11: (err, result) =) {
12: if (err) console.log(err);
13: return res.send(result);
14: }
15: );
160 s

| 4

L) ORM A2 O

ExpressJSOIA 71y QMO = AkZot= ORM =2t0|E2{2|Ql SequealizetiME #Hel AXISE ALSoH
H2E Fgol7| W20 SOL &Y SASZRE QHHsICy. 2S0[5HA #Al SQL E= AEA Ho| SQLS
AES FR0E 2F YHUS AUNetE FHE|9f HIQE B2 AIESHH FO.

Ctg ZE= ORMOIA X|2sh= QIXtatE %Hal |—% A}gsm 9;1 ALK} Ql3izte 02 H2(of Arsl
AIZok= GIAIE 20f EOH FUE 2 22 OF FE GIAIQt SUSILCL,
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const mysgl = require("mysqgl");
const Sequelize = require("sequelize”),
const { QueryTypes } = require(“sequelize”);

// 44 2 ORM Z7|8t 42 Mk
const connection = mysgl.createConnection(...);

S seN =

const sequelize = new Sequelize(...);
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8:

9:
10:
11:
12:
188
14:
15
16:
17:
18:
19:
20:

router.get("/vuln/orm/email’, (req, res) =) {
const userlnput = req.query.id;
[/ ABA=EEE UEH2 S AS Q0] IUE F2(0] M8
const query = ‘SELECT email FROM user WHERE user_id = ${userlnput}’;

sequelize.query(query, { type: QueryTypes.SELECT })
.then((result) =) {
return res.send(result);
D.catch((err) =) {
console.log(err);
b
D;

ChE ZE0M= BA 25 23 Ao QIXtaHE #2(e QIXE HIRIE £ AREsh= ¢t

Helof

Y U2 $numberz FZSCHOIE S0, H2| 700 A

_o'y
rir
>
0f0
>~

)

247} $1, $2 KIAIO] ALR).

F@TD@N =

router.get("/vuln/orm/email’, (req, res) =) {
const userlnput = req.query.id;
// #HE| oA Hieldo| West HES $number2 H7|
const query = ‘SELECT email FROM user WHERE user_id = $1';

[/ AREE 2| 7IsS Solf HEIE dd E A
sequelize.query(query,
{
bind: [userlnput],
type: QueryTypes.SELECT
)
.then((result) =) {
return res.send(result);
D.catch((err) =) {
console.log(err);
b
D

14
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® CWE-89: Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection’), MITRE,
https://cwe.mitre.org/data/definitions/89.html

@ SOQL Injection Prevention Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

@ JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

® Raw Queries, Sequelize

https://sequelize.org/docs/v6/core—concepts/raw-queries/

® mysgl, npm
https://www.npmjs.com/package/mysq|

@ SQL Expression Language Tutorial, SQLAlchemy
https://docs.sglalchemy.org/en/14/core/tutorial. html#using—textual-sg|
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KHIATEHEWA TE MR ZAZ QUE £ U= SZ2E= eval(), setTimeOut(), setinterval() SO|
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=X =0

SN DTS NS 4 Us BAES AISSIR| QS TR Al MY JhsE SN 52 YyoR wH|
UES A QYO TSl SOIEAAE Jl¢t HFS SUSHOF BTL B3 XL TGIES SX A0
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Ch. Fofx
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const express = require(‘express’);

router.post("/vuln/server”, (req, res) =) {
/[ ABAZEEE MY "2 72 JiE eval
const data = eval(req.body.data);
return res.send({ data });

B

ol

o] oIxf2 FE

a

TSN =

1: const express = require(‘'express’);

2:

3:  function alphanumeric(input_text) {

4: [/ BB JE 2X AHAL

5: const letterNumber = /*0-9a-zA-Z]+$/;
6:

7: if (input_text.match(letterNumber)) {

8: return true;

9: } else {

10: return false;

11: }

12: 1}

13:

14:  router.post('/patched/server", (req, res) =) {
15: let ret = null;

16: const { data } = req.body;

17: [/ AEX YEE HE, N2 HSHoH, Dot U=t Lol S+2X7H ZEE
18: /] UZ B2 oA HIAXIE Htet

19: if (alphanumeric(data)) {

20: ret = eval(data);

21: } else {

22: ret = ‘error’;

23: }

24: return res.send({ ret });
250 1)
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® CWE-94: Improper Control of Generation of Code (Code Injection’), MITRE,
https://cwe.mitre.org/data/definitions/94.html

® CWE-95: Improper Neutralization of Directives in Dynamically Evaluated Code (Eval Injection’), MITRE,
https://cwe.mitre.org/data/definitions/95.html

® Code Injection, OWASP,
https://owasp.org/www-community/attacks/Code_Injection

@ JavaScript: HTML Form - checking for numbers and letters

https://www.w3resource.com/javascript/form/letters-numbers—field.php

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/
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3 %"E 55! uxl II‘% é.l'g! VanillaJS - ReactJS - ExpressJS v
7L e
pi.jop data
r.'_'-'nn;l (=i
Dor g e gy
) i
[ 2 BIEA TR B
ASEX| A2 2F LHUS Sol I U MH S AIAH XY, A7 ZE S)0f Ojgt H2 &2
AHS 5128 #Q, U2 TXOR AIAH0| BS5Hs XIR0| Qo|2 AR 4+ QU= BIOPNO|C, HREZ
I MY AMS 0|80 SAK=E XM £8-AH|, AAH HESS, AAH X3 7 SE2 QI8 AMH|A
X0 S QUAIZ £ T T3 AR XX U XY MUS SaiA ZHK} SREX| U2 HHS S
AN OIS HEotHL AMAIZ 5~ QL
Jl2Mo=z, SE0[HES AHIATEEN M= 27 UHUS 7O Sl= SAE A|AHIS T=MA X0,
IO|Z 458, A% A 52 SYs Z2T} OHLIP 70| AZSIX| OM, AIZSHE H2atE IT A
X7t ABAL A|ARIOIEZ Z= ZXO|LE XH A et 22 2-0| 2 20| 7HK[X| 22Tt NodedS 7[t
M Z2#0| 42 fs U socket.io 2t0|HEE|E Soff TE2MA L A% HAS HOY 5 AL
Lt oSt IF7|H
QR2RE U2 YHUS NE@Y, 2% XE 5)o MEXNZ At 3 XS 45 HAES
StALY, AP0 HOlFE 2|AEN ZEatE AEXT AIZSI=S ol0f STt £95|, /52| ¢=0] IUH FR0=
UHE XMEdlf d2x38|(directory traversal) 342 &0| U= EXKH /, \, .. )F H7{sH0F Stk
Ct. IS
7t) 42 Zx oA
Cfge oIf Y02 MY Z2 S8 WO MUS o= KIS HO FCh 2oF S}
“.[.]..]. . Jetc/passwd’ 2 Z2 2 HIHSIH AL AN ¥ IHAQIE NMETL 71 Ojlol LHE0| S2H0|AHE
Z0f| BAIEO QEX| 42 AR MHLS ZH7 LS
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| Javascript AIR0ZE JH0IE

OFHSIX| B2 IE GAl

1: const express = require('express));
2: const path = require(path’);
3
4:  router.get("/vuln/file", (req, res) =) {
5 // A5 YHAUCEREH MAHS Yy U3
6: const requestFile = reqg.query.file;
Ve
8: /] YEtE #3 Sl0| I Mo AL
9: fs.readFile(path.resolve(__dirname, requestFile), 'utf8', function(err, data) {
10: it (ern) {
11: return res.send(‘error’);
12: }
13: return res.send(data);
14: h
150 s
| 4
Qe AHAUN Z= == ZXIE(/, \, .. )2 ATt T IS F=2 M0 AESHH ZEE Qs
oS 4 ck
OrHSt FE OfA|
1. const express = require('express);
2. const path = require(path’);
3
4:  router.get('/patched/file", (req, res) =) {
95 const requestFile = req.query.file;
6: /] SRS NS ALEX YHzE LEHE
7: const filtered = requestFile.replace(/[.\\\/1/gi, ");
8:
9: fs.readFile(filtered, 'utf8', function(err, data) {
10: if (err) {
11: return res.send(error’);
12: }
13: return res.send(data);
14: )
15: b
y
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OS2 AHoHK| 2 ZE GAZ, F YHE 2% HE FAZ JOUZE MEot ALt 2R YHUS
45 S0 AISY E% 7IE AELS| S22 9=X| H2 o7 TdE + AT

const express = require('express);
const io = require("socket.io");

1

2

3

4:  router.get("/vuln/socket", (req, res) =) {

b: try {

6: /] YRERH AR ASHX| U2 FAE 0|&510]
7 /[ 234 HIRIY 5l0] AME3I1 U0 RFMSHA| 2iS

8

const socket = io(reg.query.url);

9: return res.send(socket);

10: } catch (err) {

11: return res.send("[error] fail to connect");
12: }

13: )

CIS2 OFMS OIMIS 20f ZLh Ui X2t T2 Al AR0IA Q2 W S A% o1 FA 22
AERI2 R At 22 ISR O, B WO Z9U ofg Jtst 222

SIEl FADH AU HSOIEE TES AAEOF BiCt

okt A OfA]

const express = require(‘express’);
const io = require("socket.io");

1

2

3

4:  router.get("/patched/socket", (req, res) =) {

5% // SIO|ER|AE Lj0f| &5t= FAT 518

6: const whitelist = ["ws://localhost”, "ws://127.0.0.1";
7 if (whitelist.indexOf(req.query.url) ¢ 0) {

8: return res.send("wrong url");
9: }

10: try {

11: const socket = io(reqg.query.url);

12: return res.send(socket);

13: } catch (err) {

14: return res.send("[error] fail to connect");
15: }

160 s
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’ Javascript AIRHZE JH0IE

cf. DXtz
® CWE-22: Improper Limitation of a Pathname to a Restricted Directory (Path Traversal’), MITRE,

https://cwe.mitre.org/data/definitions/22.html

® CWE-99: Improper Control of Resource ldentifiers (Resource Injection’), MITRE,
https://cwe.mitre.org/data/definitions/99.html

® Path Traversal, OWASP,
https://owasp.org/www-community/attacks/Path_Traversal

@ Resource Injection, OWASP,

https://owasp.org/www-community/attacks/Resource_Injection

® Fortify Taxonomy: Software Security Errors
https://vulncat.fortify.com/en/detail?id=desc.dataflow.java.resource_injection#JavaScript%2FTypeScript

® socket.io
https://socket.io/docs/v4/
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: Reflective XSS (or Non-persistent XSS)
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* Q8 2 : Persistent XSS (or Stored XSS)

- Persistent XSS M2 = YALL ALK Y2 AHEA Y(ZE)0| MHO| MZE1, O ClOJE7}
e ASAS0A MEE O HEX 273 7IS0A

mII
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rot
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* 23 3 : DOM XSS (or Client-Side XSS)

- DOM XSS2 &l HO|X|0fl U= AMSAt YHAZUS HESH X2[oh| fIgt RAHIAIEES HE 2XIS Fast
ol= A8 SHZ oitt. 34 A58ET}L ZotE oFd URLS Sofl &= #HUM Reflective XSSt
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Boh= escape 7I52 A&l 2AES HEKGHOF STt XHIAIH-EMM 712822 MSshs escape()
AL
e

ol

= deprecated=|0] O Ol A8 JIYGHK| ¢ JAem, I A encodeURI) E=
encodeURIComponent() &5 Al26tH =Lt HTML Ei1E 5128l0f ot= AATOIA= 5188 HTML
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Javascript AIRHZE JH0IE

XSS 0 Z== SA0|UESL MHZF0| 25 HEGH0F oiCt. 22 S2H0[UES F== SHAIL S
JtZR HESHAL ZEE +8Y o+ UKL MHZ HO|E7H HOP7H| H 1XHY &

ULt SEH0|HUES AEE ZXGHHEE MHOA AMEXA Y2US ASoHH XSS S4S O .
, NHZRE 7t42 H0[HE S2t0|UESNIM TA| MEXUA 20iZ I =7t ZE S

AQUIE B2 AISEs 2XIAS LEZSHOF .

—

Ct. ZEOH|
7P Z210|HEZE VanillaJS Ol H|
S20|HES FE LHO| AFRA[IF MSt Q21748 T ASHo| UHHOZ ALRSIHLE, ALRXI7F EHAISH

2 32 XSS BHO| WM + Uk TS oFls
= ugg =

A X} ) ofdl, M WES LIA| AMHZHE 2otet DOMO
Egol= HAIE 20 =0 0] W, MHZREH 22 HI0|HE A3 Q0] Iz A8 4 od AFEETL
AlBH=l 4 OICt

o2 T M

1: <{htmly

2: {body)

3: {script)

4: const query = "(scriptyalert(hello world){"+"/script)";

b: async function req() {

6: MEXIZ7t OIC|EQF 22 2 =0 2=t Cjo|HE AMBo K&

7: const response = await fetch('/vuln/search?q=%${query}’, { method: 'GET' })
8: const data = await response.text();

9: QEZEE HL2 H0|H(HTML ZE)E OFFE #AZE S10| DOMeZ 7|5
10: document.write(data);
11: }
12: req();
13: {/script)
14:  {/body)
15: {/html)

KHIAIEEWAME encodeURI(), encodeURIComponent() &4+E Sof

o

|AHOIZ 7SS HMISSt.

QEZEH 2 HIO|HE AEd DOMO| Hals F= FEJt 4H-E7] Ho| Y2US 0|AH0|Z SHFH
XSS 342 U2 £ UL 0|AAH0|Z F decodeURI() &5 SEH0F ATEE 3l WXt &7H 25h=

Z1E DOMO| =Y 4 UL
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HIOIE 2S 2 B3

H=E
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[ lacalrost 81411

%I HIEN 2 0results%20found® 2 0fork 20 %22 %I s rint HIEalent] hellote20ward YhICh2F ot ERIZRICHIFCRIE

o resulfs found for

encodeURIComponent()2t Ak html HIO|E{Z O|AAHO|Z

3t ZuRKe), OIAAIOIZ ZitS CHA| decodeURI()TH Z2KShH

10 <{htmly

2: <body)

3: {script)

4: const query = "(scriptyalert(hello world'){"+"/script)";

5 async function req() {

6: const response = await fetch('/vuln/search?q=${query}’, { method: 'GET' })
Ve const data = await response.text();

8:

9. // YHEHE H2 HIO|HE O|AAO|IZ X2 & M8

10: document.write(decodeURI(encodeURIComponent(data)));
11: 1

12: req();

13: {/script)

14: {/body)

15: {/html)

encodeURIComponent &t W &= ARE0| €11 7HECHe FEO0| UX[TH BE XSS S4 TH|
a8 == GICh mEtM, XSS AES gt 8o THE &+E F36tALE, WX AHFLEON
AEEL, OFEMO0|H, XEXHCE L U= 202222 AtEdl EAIES HEGHOF SHCt o2 oA l=

xss-filters 2t0|22{2|E &8 THY AHE 20 =t

St
|_
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| Javascript AIR0ZE JH0IE

QFHst I GAl 2 (2t01E2{2] ALE)

10 <html)

2 ¢head)

3 (script src="https://cdn.rawgit.com/yahoo/xss-filters/master/dist/xss—filters.js"){/script)
4 {/head)

55 {body)

6 {script)

7 async function req() {

8:

9: // xss—filters 2t0|E2{2|E AIZd EAIEES O[AHO|Z A2
10: document.write(xssFilters.inHTMLData(data));

11: }

12: req();

13: {/script)

14: {/body)

150 {/html)

Lh) S20|MEZ ReactS GiIX|

ReactJSOIA = JSX(EIYATZEEON A= TSX) SHAE 7HK|= 2UE ALHEE Soff ZEE XIS,
7|2HO2, React DOME JSX ML HO| ZE Lol BE 22 OIAHOIZ MBIt ChA| 2ot 2YE
OFZ2IHO0IM LIOIA BAIKOR of ASYES Yt X2 EIHSICE ReactSOIM ZHISHs 7AIS
2 ZU0RE SO|UES XSS BAS WoiE 4 ULk

—_——"1

SIX|ZF ReactJS= HTML &ztE JZ AHEE & U= dangerouslySetinnerHTML &+E HISSHCH
THOF JHNUXIZE ALEAL AAZ BT S flofl 0] &8 A8 42 XSS 340 =2 + UCt
OEBHR| 12 T OJA
1:  function possibleXSS() {
2 return {
3 __html:
4 {img
b: src="https://upload.wikimedia.org/wikipedia/commons/a/a7/React-icon.svg*
6: onload="alert(1)">
7 {/img)’,
8: I
9: }
10:
11: const App = () =) (
12: // XSSOl gt &~2 MEsi HTML ZE HIo|HE HEE
13: {div dangerouslySetinnerHTML={possibleXSS(} /)
14: )
15:  ReactDOM.render({App /), document.getElementByld("root"));
| 4
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PART HI2& AIR0IZE JI0IS | HINE 2AGIOIE 2S5 ¥ BN
7I2X0|H dangerouslySetinnerHTML &8 ALESHA| Pz 20| ZUXIT, MH|A JHUS Il £FO0[5HA

AIE0| Qs 22 HTML ¥ XHIATEHE IAEE XH 0|AA0|Z X2t ARUEES YHEZ JHEGIALY,

dompurify@t Z0| O|AAH0|Z 7|SE MSot= =f0[E2{2|E AtSol 2AIE X2 & ArZoHOF $iCt.

r

—

{script src="https://cdnjs.cloudflare.com/ajax/libs/dompurify/2.4.0/purify.min.js"){/script)

function possibleXSS() {
return {
__html:
// dompurify 2t0|E22|E A3l AHAUS O|AH0|Z Az
DOMPurify.sanitize({img src="https://upload.wikimedia.org/wikipedia/commons/
a/a7/React-icon.svg" onload="alert(1)"){/img)’,
i

2 9 F PG LSRR

1

11: const App = () =) (

12: {div dangerouslySetinnerHTML={possibleXSS(O} />

130 )

14:  ReactDOM.render({App />, document.getElementByld("root"));

CH MBS ExpressJS G|

SC0|AEZOA ALEA UHUS T X 0|2H0|E Me|RCIL SHE2tE, BIEA MHENAME 35 Z=2

71oHOF SHCE. HALT, 112 ZOI9t 20| ALSAIZRE CHfot 49| HIO|HE YHEOL0F 5te ER AEAL

Q23 BIAE RO OfLI3 BIAES ST U= HTML U KHIATIRIE ST S MH0] HEsH| it

O] U MBI} 2215t LIOIEIS MHZOIA 27 S0| BIOJEMIOIA MEE 29 o HAIZ £= 2028
UK DE AMBXIO NAHOIN A4 ATHET NYE 4 UCL 122 AISKIZEE 24 (142 Ny

woF 1 ZUE fgiekok= FUdSt HAIE 2 =L
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1:  const express = require('express));

2

3. router.get("/vuln/search”, (req, res) =) {

4 // AA=RE MY "2 2| GOo|E=Z HIojH X3
b: const results = selectFromDB(reqg.query.q);
6:
7
8

if (results.length === 0) {

[/ AN ATt UARX] kS F2, LS S X RIChk= HAXIE HIEeh=0|,
9: // O] mj HAMZQI HOZ0| OHd 24 AFZEY} ZEtE HO|EE T w2 ZL2H
10: // SEOIAESOIN o AFRETL M3E & QIS
11: return res.send({p)No results found for " + req.query.q + “{/p)):
12: }
135
14: 1
4
MHZO0|M XSS SZE Wolch= W2 S2UOIAEZ SUSITL ALBAT Y0 HTML & RHIATEE

=
S7t ZStEl= Z2 XSS 340 MEE= IHS TE ok B2 &8 Folot/{LL 2f0|EE2E ArSH
A

QPHSHA X2|et = HIO|E{H|O] A0 XfEStAHLE

6|5
é
~
il
z
&
%
4
2
S
ror

Ct.

ObMgt IS Of|A|

const express = require(‘express’);

const xssFilters = require("xss—filters");
router.get("/patched/search”, (req, res) =) {

1

2

3

4

55 const unsafeFirstname = reg.query.q;

6 /] xss—filters 2t0|E2Z|E Ao AFBA S O|AHAI0|Z X2
7 const safeFirstname = xssFilters.inHTMLData(unsafeFirstname);
8 const results = selectFromDB(safeFirstname);

9:
10: if (results.length === 0) {
11: res.send(util.format("(pyHello %s{/p)", safeFirstname));
12: }
18
14:
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cf. DXtz
® CWE-79: Improper Neutralization of Input During Web Page Generation (Cross-site Scripting’), MITRE
https://cwe.mitre.org/data/definitions/79.html|

® Cross Site Scripting (XSS), OWASP,
https://owasp.org/www-community/attacks/xss/

® encodeURIComponent, mdn web docs
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/encodeURIComponent

@ The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/
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5. -E-gxﬂl‘ll cg%()i é.'ﬂ VanillaJS - ReactJS - ExpressdS v’

7t M8

)
-3

Cimd=ar L,

i B2 mEei) LE o

W

) ol 4 I BE

-— ‘ Is cat etc/password dir set |

e 23 TAS AR U2 AIBKH U220l SYHH BOS| YR EE HRE THE0) MY B,
O[ESIR| QIS AAR) TP} AU SEHGH| H3H0| HHEILE LS S5 U ST TS 0T 4 QUL

Y| 2Aolo| MADIEILL AEY 22 5 o YAS ASH ALY THOIZ MY Sl Z2IAS 80|
5012 4 QUL 0] ZP D23 QRS Yo Q2 BXHS J|RHOD NS 4 87| HZU| S H2S

NodeJSOlAt= child_process 2I0|H2{2|2 AI2SH TE LHEO|A A|AE! HZOS AlsHEH 5
S 2:

THO Y S0 ARSI Yo S TEE + AW, 1 0| HHs| AdSER| ¢

Lo N

=
x|, AAY D2MA ZH S2 S 2=k 2 A9Xel BEN HHC=Z O|0E + AT

(o]

—_

QIF AL Lol AL BHOIE E3fok= B2 |, 5, & 1, ),  ‘(backtick), \, | 2t 20| ZEZIRI I 2TOHE
A SS BEE ol FFES AT AT SHS Mokl QAXZ2 AZE = UES oHof BIiCt S U0
M2t BHOE Yot Lt ME0] Rt ZR0= BN Y0 2L 2SS 0I2] XIHsl =11 AFSaHOF ottt
Ct. IC=O)H|

O GiX= ARSAA £ 29| MY SES MSots Z20™ HAIE 20 =0 Ttef =gt 2o
MO|Z2[R1 HHOP ZelE FR AR TP AliE 4= ULt (ex) /vuln?path=/usr/app | cat /etc/passwd).
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1:  const express = require('express);
2. const child_process = require("child_process");
3:
4:  router.get("/vuln’, (req, res) =) {
5% /] AFEA7F EEt HHO| QXS HE Sl0| ALBdl Q=X| 42 F7F HHO| MY Jts
6: child_process.exec('ls - " + req.query.path, function (err, data) {
7: return res.send(data);
8 I
9 b
y
o|o| HHO| HAS oot ARZAIZ 2t 2fe| INHS Al o17t=[X| 942 IHHO| ZetE 4R JIsS
HEUSHK| Q47{LL, AMSAT izt MAIE MEotIX St= BHOOIE =01, ¥ T=0M= /bin/ls)2| QIXIE ZhaH

1: const express = require(‘'express’);

2. const child_process = require("child_process");

3:

4:  router.get("/patched”, (req, res) =) {

55 const inputPath = req.query.path;

6: const regPath = /“(\/[\w"])+\/?$/;

7:

8: [/ X HM A AR =g HHE - dsA Z2 XFO| @25 EXL §E
9: if (linputPath.match(regPath)) {

10: return res.send(not valid path’);

11: }

12:

13: [/ 5 S g, AR 20| HHoQ AXZEDU AIBEHEE oh= &4 AR
14: child_process.execFile(

16: "/bin/1s", ["-I", inputPath],

16: function (err, data) {

17: if (err) {

18: return res.send(not valid path’);

19: } else {
20: return res.send(data);
21: }
22: }
23: )
24: )

| 4
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2. AR

® CWE-78: Improper Neutralization of Special Elements used in an OS Command (OS Command Injection’), MITRE
https://cwe.mitre.org/data/definitions/78.html

@ Command Injection, OWASP

https://owasp.org/www-community/attacks/Command_Injection

® 0OS Command Injection Defense Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/OS_Command_Injection_Defense_Cheat_Sheet.html

@ NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® Child process, NodeJS
https://nodejs.org/api/child_process.html
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const express = require(express’);

router.post("/vuln”, (req, res) =) {
const file = req.files.products;

// Y2E 3 T EIY U3 SN2 o ATRE TiY Y2C It

1

2

3

4

F const fileName = file.name;

6:

7

8 file.mv(*/usr/app/temp/" + fileName, (err) =) {

9: if (err) return res.send(err);
10: res.send("upload success");
11: hs
12: 1

Okl T== Y2E ok M| I, F7|, I 2FYAH SS A F=EE Highete U

e ARHISl AIZLME 2Rlok=s IS E0 =L

[ez]
(=]
MIME EfQlS SiI5H= 1O Wl 0|S01A SFRITH ZAE P2 HXE SKIS Soff ¥2C At ol
i

1. const express = require('express’;

2

3. router.post(‘/patched", (req, res) =) {

4: const allowedMimeTypes = ['image/png’, "image/jpeg'l;
X const allowedSize = 5242880;

6:

7: const file = req.files.products;

8: const fileName = file.name;

9:

10: // SEE &t MY B AZS Sofl &g AJEE MY HZE WX
11: if (allowedMimeTypes.indexOf(file.mimetype) { 0) {

12: res.send("file type not allowed");

13 }else {

14: file.mv("/usr/app/temp/" + fileName, (err) =) {

15 if (err) return res.send(err);

16: res.send("upload success");

17: hE

180}

19:
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(® CWE-434: Unrestricted Upload of File with Dangerous Type, MITRE,
https://cwe.mitre.org/data/definitions/434.html

@ Unrestricted File Upload, OWASP,

https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload

® express—fileupload, npm
https://www.npmijs.com/package/express—fileupload

@ NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® The Javascript Guide: Web Application Secure Coding Practices
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf



’ Javascript AIRHZE JH0IE

7- HEIEIII (L)gg UHL"#&E I[%E‘a’ E’E‘ VanillaJS - ReactJS - ExpressdS v/
7. e
£ | LHLE UL P n
DurL 22wz | S » P
N =
4 B

E] AfaE T

MEAP} otz S 2R MOIE FAZ MEDH s MOIEZ AHS H&0ks M 2222 Tj(Phishing)
S0 L2E= FAES 710 S20IUEMM HSE URL FAZ AZo| ME0H| QoI H2ist 4

QoL}, BARE BAEQ E QM2 WA AISAP} I3t URLE RE 4 T2 THY 4 ULk

— - 0 o

518%h= ZE URLS MH & S0|ES|AEZ 2[5t ALEX} YHUS 2ICI0[HE & URLO|

=
EXfok=X| HSoHOF SHCt.

DloF ALRA} J21Z{0] SI0|ERIAER RH|7} 27HS5HD 2ICI0[EA URLY QA ZOR ALRE0{0Rt St

HRE ZE 2ICLI0M0M Z2ES0t host YEIF SOI7HX| = &t URL(relative URL)S MRS X #ASaH0F
Sith. E= HO URL(absoute URL)Z Al 42 2ICO[AME AMIYSH| M| ALSXH &2 URLO
https://myhompage.com/ X3 & MH|A FQI URLE A[RGH=X| 2tI5H0F STt

Ct. IS

ExpressJSOIM= redirect() Bt~E AIZ3H ALZAt QFE L2 HOX|Z 2HOIES 4= UCt. LE2 AEAIZ
=% ofAL

0|I

HE| Q2Ee yrl TAZE HS 10| redirect 814=2 QIXIZ AtRaH O|=5HK| L2 AOIEZ FHZ

oo [=]

Ij(Phishing) 340 &&= MAIE 2O =Lt

38



PART HI2& AFOIZE JI0I= | HITE A=OIOIE 2SS 2 ES! |

const express = require('express);

router.get("/vuln", (req, res) =) {
const url = req.query.url;
[/ AR} MYt URL TAE ZZ 90| IME Z|CIOJME X2
res.redirect(url);

b

=0 Ol B GOHIDE =

4

ChE2 et & ORZ ASAIZRE FAE UHLOL 2HO[MESL Y= FEZ 2SSt EHQI0| Zete
[e]

T U1 W0 S0|ESAEZ APHO| H2lEl QFHot BAIOIEN| oiote] 2|LO[HE & + U=Z i

o

QHMs FC Of|A]

const express = require('express’);

1

2

3. router.get("/patched’, (req, res) =) {

4: const whitelist = ["http://safe-site.com”, "https://www.example.com"];
B const url = req.query.url;
6
7
8

// SO|EZAEQ| ZFHE FA7L OHL2HH 2|CHO[HE glo] o gig
if (whitelist.indexOf(url) { 0) {

9: res.send("wrong url");
10: } else {

11: res.redirect(url);

12: }

130 b

2}, EOX=
® CWE-601: URL Redirection to Untrusted Site (Open Redirect’), MITRE,
https://cwe.mitre.org/data/definitions/601.html

@ Unvalidated Redirects and Forwards Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html

® JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

@ express Documentation — StrongLoop, IBM
https://devdocs.io/express/indext#res.redirect
https://devdocs.io/express/indexireq.query
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C. ZE0|X|
LS Gil= XML 2AF §{0fet EMok= ZEE 20| 0. S2Ah= 022t 20| XML iF HEEIS HZok=

xxe.xml HO|ES &5, MHOIM Si CIOJE| Tt Al /etc/passwd i LE0| AZAIO|A HEE 4= UL

/] xxe.xml
{?xml version="1.0" encoding="ISO-8859-1"?)
(IDOCTYPE foo [

(IELEMENT foo ANY )

{IENTITY xxe1 SYSTEM ‘file:///etc/passwd" )
D
(foo)&xxe1:{/foo)

QFHSH| 22 IE OlAl

1: const express = require('express’);
2. const libxmljs = require('libxmljs");
3:
4:  router.post("/vuln’, (req, res) =) {
b: if (req.files.products && req.files.products.mimetype == "application/xml") {
6: const products = libxmljs.parseXmlString(
7: req.files.products.data.toString("utf8"),
8: /[ 22 E[E] IHY 512 MFOIEE Al 7|22 false)
9: { noent: true }
10: )i
11: return res.send(products.get("//foo").text());
12: }
13: return res.send('fail");
14: b
| 4

libxmljs 2t0|E2{2|0M= 7|2He2 2| AEE| Oty 7|S0| Higdst =0 AX|2, SAHLZ HIEY

2

rx
re
jo
ol

20| L.

rir
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1:  const express = require(‘'express’);

2. const libxmljs = require("libxmljs");

3:

4:  router.post('/patched", (req, res) =) {

B it (req.files.products && req.files.products.mimetype == "application/xml") {
6: const products = libxmljs.parseXmiIString(

7: req.files.products.data.toString("utf8"),

8: /] & QE|E|] Tt SIS UY=E A%

9: [/ O8Y Al 7|22 falseO|X[2t, BAIHOE MOIS of F= A0 £
10: { noent: false }

11: )i

12: return res.send(products.get("//foo").text());

13: }

14: return res.send("fail");

15: B

= S PN

@® CWE-611: Improper Restriction of XML External Entity Reference, MITRE,
https://cwe.mitre.org/data/definitions/611.html

®@ XML External Entity (XXE) Processing, OWASP,
https://owasp.org/www-community/vulnerabilities/XML_External_Entity_(XXE)_ Processing

® XML External Entity Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/XML_External_Entity_Prevention_Cheat_Sheet.html

@ JavaScript Secure Coding Standard — Ministry of Transport and Communications
https://compliance.qcert.org/sites/default/files/library/2018-10/MOTC-CIPD_JavaScript_Coding_Standard(US).pdf

® NodeJs-Secure Code wiki
https://securecode.wiki/docs/lang/nodejs/

® Sonar Rulesd)

https://rules.sonarsource.com/javascript/RSPEC-2755

3) i Xt== Sonar Al AL 2 [PGL 3.0 2I0|MAR HS LM, 220 MAIGH= 2 E= sonarsource AO|EOA HZdt=
Ao UHE OIRAMC} MM EME TS AN &0l 7Hs: https://www.sonarsource.com/license/
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FH2I2ES X|ek= XQuery=S ArEatoF

rQ

33714

o

ct.

Ct. oA

const express = require(‘express);
const xpath = require('xpath’);
const dom = require(’xmldom’).DOMParser;

1

2

3

4

5. const xml = (users)

6: {usery

7 (loginyjohn{/loginy

8 {passwordyabracadabra{/password)
9 {home_dir)/home/john{/home_dir)
0 {/user)
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11: {user)

12: (loginycbc{/loginy

13: {password)1mgr8{/password)

14: ¢home_dir)/home/cbc{/home_dir)

15: (fuser)

16: (Jusers)";

17:

18: router.get("/vuln", (req, res) =) {

19: const userName = reg.query.userName;

20: const userPass = req.query.userPass;

21:

22: const doc = new dom().parseFromString(xml);

23

24: /] Z=tE AZZf(/vuln?userName=john' or "='&userPass=" or "="“)& sl
25: /] WARIE ZA} 2Elg Q3 5+ A

26: const badXPathExpr = "//users/user[login/text()=" + userName
27: + " and password/text() = " + userPass + "]/home_dir/text()";
28: const selected = xpath.select(badXPathExpr, doc);

29:

30: try {

31: const userPath = selected[0].toString();

32: return res.send(‘userPath = ${userPath}');

33: } catch {

34: return res.send('not found’):

35: }

36:

xpathOAM= parse % select &4+E ALEaH

ULt 2HSF xpath7} Of CHE W7 XIS AIEE B2
2IXtetE HelE 2

Sl ASAPH FEfE A2AZ0)
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1:  const express = require(‘'express’);

2: const xpath = require(xpath’);

3:  const dom = require(’xmldom’).DOMParser;
4.

5. const xml = ‘(users)

6:

7 ([users)";

8:

9:  router.get("/patched", (req, res) =) {

10: const userName = req.query.userName;
11: const userPass = req.query.userPass;
12: const doc = new dom().parseFromString(xml);
18

14: [/ AXEE HE 49

16: =$userPass]/home_dir/text()");
17: // HEIZ0] Hagt M Y XML =3
18: const selected = goodXPathExpr.select({

19: node: doc,

20: variables: { userName: userName, userPass: userPass }
21: h;

22: try {

23: const userPath = selected[0].toString();

24 return res.send('userPath = ${userPath}’);

25: } catch {

26: return res.send(not found’);

27. }

28 b

15: const goodXPathExpr = xpath.parse("//users/userllogin/text()=$userName and password/text()

2t &K=

® CWE-643: Improper Neutralization of Data within XPath Expressions (XPath Injection), MITRE,

https://cwe.mitre.org/data/definitions/643.html

@ XPATH Injection, OWASP,
https://owasp.org/www-community/attacks/XPATH_Injection
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const express = require('express);
const Idap = require(ldapjs’);

const config = {
url: 'ldap://Idap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
secret: 'dOaccfOac0dfb0dOfd...",

async function searchLDAP (search) {

router.get("/vuln", async (req, res) =) {
[/ MEXe| Qs JME LDAP HoIRCE AMgdH #HEt 48 59 340 ==
const search = req.query.search;
const result = await searchLDAP(search);

return res.send(result);

b;

AEXS| 2 S LDAP ZOZ0 ALEE H-E O|AZH0|E 510 HOZ &3 Al SA0 &&= XS oY
A

ULt Idapjs W7 |X0IM= AFSAL S OIAH01E & = U= parseFilter &5 MSSITh

—

ObMgt IS Of|A|

L FPDERREW

—

const express = require('express’);
const Idap = require(ldapjs’);
const parseFilter = require(ldapjs’).parseFilter;

const config = {
url: 'ldap://ldap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
secret: 'dOaccfOac0dfb0dofd...",

re
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11:

12:  async function searchLDAP (search) {

[[[C—

14: '}

16

16:  router.get("/patched", async (req, res) =) {

17:

19: let search;

20:

21: /] A8Xel =0 TEES HE 340 A8E & A= A LA Al
22: [/ ABXROA HRE QFAUYUS U2|1, HYES LG 42
230 try {

24 search = parseFilter(req.query.search);

25: } catch {

26: return res.send(F2E 2AZLILL);

27: }

28:

29: const result = await searchLDAP(search);

30: return res.send(result);

31 b

2t HIXz
® CWE-90: Improper Neutralization of Special Elements used in an LDAP Query (LDAP Injection’), MITRE,
https://cwe.mitre.org/data/definitions/90.htm|

@ LDAP Injection Prevention Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/LDAP_Injection_Prevention_Cheat_Sheet.html

® ldapjs Filters API
http://Idapjs.org/filters.html
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@Yy 5 @R =

/] (31) Idapjs M7|XIS AtE3H Idap BOIEHE A2ist= FE GIAIZ, AA FIA

// MZE searchLDAP &0 MA| I=
const Idap = require(ldapjs’);

const config = {
url: 'ldap://Idap.forumsys.com’,
base: 'dc=example,dc=com’,
dn: ‘cn=read-only—admin,dc=example,dc=com’,
password: 'password',
5
async function searchLDAP (search) {
const opts = {
filter: ‘(&(objectClass=${search}))",
attributes: ['sn’, 'cn’, 'mail’, 'telephonenumber’, 'uid1],
scope: 'sub),
b
const users = [[;
const client = Idap.createClient({ url: config.url });
return new Promise((resolve, reject) =) {
client.bind(config.dn, config.password, (err) =) {
it (err) {
console.log(LDAP bind error - ', err);
} else {
client.search(config.base, opts, (err, res) =) {
res.on('searchEntry’, (entry) =) {
users.push(entry.object);

D

res.on(end’, (result) =) {
console.log('status: ' + result.status);
resolve(users);
b
b

DB
b
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MM0| XMESHE, AFAE Y HO|XIE Q&g WOt hidden 2= S2O0IUENH EES TS F, oiF

SCH0|HES| HI0[E X2l 2F Al MEE= CSRF EZUS MIoIH 29 fadsS AAGIEE

r9l'
il

Ct. oA

HEH ATIS A0l S2HO0IUES FEE HHE & 32, AHZ HI0|HE TSoAHU 7IsS &&oke F20

1: <{html)

28 oo

3. {body)

4: {form method='post' action="/api/vuln’)

b: (I-- CSRF EZ ¢l0| & HIO|HE MH0| ™ —-)

6: (fieldset)

7 {legend)Your Profile:{/legend)

8: (label for='username’) Name:{/label)

9: {input name='username’ class='username' type="text’) <br)br)
10: (label for='email' ) Email:{/label)

11: {input name='email' class="useremail' type="email’) <{br){br)
12: {button type='submit»UPDATE{/button)

13: (/fieldset)

14: (/form)

151 {/body)

16:  </html)

Ct82 CSRF EZ X7t gl MHE 2tRF OAME 20 Z=Ch et SAXI ALEAL YHI0|E HOIXIS
SHGH ARBX} ol HOIXIE Soll MHE H0|E 2Fe BEUEE & 42, MHs FYXQl &S 7iX=

)

Eci0|HES| 2= O1FH AT gl0| Z#otAH =t
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4

1: const express = require('express’);

2:

3. router.post(*/api/vuln’, (req, res) =) {

4: const userName = reg.body.username;

5 const userEmail = reqg.body.useremail;

6:

7 /] N8Rt HH0|E 20| FHet MEXNERE 2 Z0[2td ZtF5},
8: [/ NEXR=ZEE H2 g J0E WE &0 M

9: if (update_user(userName, userEmail)) {

10: return res.send(update completed'),

11: } else {

12: return res.send(update error’);

13: }
14: b;

22 csurf I7|X|E AtEd CSRF 3201 tHSot= GIAE H0f ELt M HHG WX, csurfE Zetal

O3t I7|X|S ArESICi2t: Cifet $1E CSRF MES RF Yoisk= A2 S7kssIt TRt TS Ao

HE= XM csurf 7152 SIS 2AXIGE JEHOIA M0 HE XM, EZ TR0 AMS 52| #7HHQl 2ot M=

M8 WOl 472 Y 4 U
QLM FE OfA|
1: const csrf = require(csurf);
2: const express = require('express);
3. const session = require("express-session");
4:
5. const app = express();
6: // EEg FI|7t Oid Mol X%
7: app.use(session({
8: secret: process.env.COOKIE_SECRET,
9: cookie: { path: /', secure: true, httpOnly: true, sameSite: 'strict' },
10: saveUninitialized: false,
11: resave:. false
12: D)
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135
14: // CSRF EZ 0§ A0 __Host- 50 &7t
15:  const csrfProtection = csrf({
16: key: ' Host-token',
17: B
18:
19: // S20|9ES T Q¥3I(ReactS)E st EZ o AHZ
20: router.get("/getCSRFToken", csrfProtection, (req, res) =) {
21: res.json({ csrfToken: req.csrfToken() });
22 b
235:
24: [/ BEH HOIXIEE EE U AMB
25:  router.get("/page”, csrfProtection, (req, res) =) {
26: res.render(csrf', { csrfToken: req.csrfToken() });
27:
28:
29: // 2i2H Ho|g X2 ™ S20|AEY csrf EES HA
30: router.post('/api/patched”, csrfProtection, (req, res) =) {
31: const userName = reg.body.username;
3 const userEmail = reqg.body.useremail;
33:
34: if (update_user(userName, userEmail)) {
35: return res.send(update completed’);
36: } else {
37: return res.send(update error’);
38: }
39: b
=,

2I0|HEZ FC LHO| form action = axios?t Z2 AH 7|5 &

ATIM Z HEHZ CIO|HE MEoh= A2 hidden EE0 E
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18 .
2: (form method="post" action='/api/vuln’)
3: (I-- MHZEE HF 22 CSRF EZS & GH[0|E0 hidden @22 Hll MY —-)
4: {input type="hidden' name="_csrf' value="(%= csrfToken %)"
5: (fieldset)
6: {legend)Your Profile:{/legend)
7: (label for='username’) Name:{/label)
8: {input name='username’ class='username' type="text’y {(br)<br)
9: (label for="email' > Email:{/label)
10: {input name='"email' class='useremail' type="email’y {(br){br)
11: {button type='submitYUPDATE(/button)
12: {/fieldset)
13: {/form)
14:
| 4

So0IHERNM HEHZS XEIok= ReactSO| B2 A 7Is 28 H MHZRE| EZ2S 20I2t 2F o

LHOIl &+ RISHOF StCt.
QLM FE OfA|
1: const App = () =) {
2 const getData = async () =) {
3 /[ MY 7|5 8& ® HAN CSRF EZES H0tet SIC0| X%
4 const response = await axios.get('getCSRFToken’);
" axios.defaults.headers.post[X-CSRF-Token'] = response.data.csrfToken;
6:
7 // CSRF EZ0| H¥E HEAM MH 7|5 &=
8 const res = await axios.post(api/patched’, {
9: username: ‘hello_user’,
10: useremail: ‘test@email.com’,
11: D
12: document.write(res.data);
13: b

14: React.useEffect(() =) { getData(); }, [I);

15: return {divyreact-test{/div);

16: L

17:  ReactDOM.render({App />, document.getElementByld(*root"));
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cf. DXtz
® CWE-352: Cross-Site Request Forgery (CSRF), MITRE,
https://cwe.mitre.org/data/definitions/352.html

® Cross Site Request Forgery (CSRF), OWASP,

https://owasp.org/www-community/attacks/csrf

® Cross-Site Request Forgery Prevention Cheat Sheet, OWASP
https://cheatsheetseries.owasp.org/cheatsheets/Cross-Site_Request_Forgery_Prevention_Cheat_Sheet.html

@ NodeJS Secure Code Wiki — Payatu
https://securecode.wiki/docs/lang/nodejs

® Disabling CSR protections is security—sensitive

https://rules.sonarsource.com/javascript/RSPEC-4502
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12 A'“:HAI'OIE Rg '?'I_xl_ VanillaJS - ReactJS - ExpressdS v/
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QU= HOIOFHOIT}, QISi0f lmBE 1 A7} FOtEt OfZ2IA0INS Eaels 39 SHXIS URL EE 2822

FIZo YIEME Ralots A2 HIFYHY SHE REoAL H=lE HIE/AIN A= HIOHE 25

ME 7Kt G2l LHOIM AEATS] S THE AMARO| MH|A S0 AL8ok= 32, MEAI Y=us
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Ct. oA

(F1 - a4 3= o))

ag erel A9l of

H2e 52 ME 85 http://sample_site.com/connect?url=http://192.168.0.45/member/list.json
QE H2 XHE
admin HO|X| &Z
Lol HIE L3I6t http://sample_site.com/connect?url=http://sample_site.com:x@192.168.0.45/member/
50 34 &= list.json

= URLE 0|26t
Filter 23]

EHQIZ AEIPE MH5H
ZQHHE 3=

http://sample_site.com/connect?url=http://192.168.0.45/admin

folr

http://sample_site.com/connect?url=http://bit.ly/sdjk3kjhkI3

http://sample_site.com/connect?url=http://192.168.0.45/member/list.json

MH W oY FE http://sample_site.com/connect?url=file:///etc/passwd

CHE MMz HXGHA| 42 ZE 0] AI26}H o|=5HX|
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O/2 CIZ ABO| XRI0| B2E 4 YAl ECk

HI
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Ral
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—
M
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]
oy
Ol
gQ

1. const request = require(request);
2:  const express = require('express);
3:
4:  router.get("/vuln’, async (req, res) =) {
5 const url = req.query.url;
6:
7. /] NEXPL =t FAE ZBOHK| YL HTTP 23S Ed &
8. // 1 SEHS JUE ABXIA M
9: await request(url, (err, response) =) {
10: const resData = response.body;
11: return res.send(resData);
12: b
13
| 4

o ZEE Aol AR HolE MH SE0IM F2lotd IfEEl= URLE ALEE =
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1: const request = require(request);

2: const express = require(‘express’);

3:

4:  router.get('/patched"’, async (req, res) =) {

@ const url = req.query.url;

6: const whitelList = [ 'www.example.com', ‘www.safe.com];
7:

8: [/ N8X7L st URLE SIO|ERAER ASBS & 1 ZAuE HISSI0]
9: [/ BBEX| L2 FAZ 2FHS HUX| Y= HEt

10: if (whiteList.includes(url)) {

11: await request(url, (err, response) =) {

12 const resData = response.body;

13: return res.send(resData);

14: D

15 } else {

16: return res.send(H2E HILICH);

17: }

180 1

2. AR

® CWE-918: Server-Side Request Forgery (SSRF), MITRE
https://cwe.mitre.org/data/definitions/918.html

@ Server Side Request Forgery, OWASP
https://owasp.org/www-community/attacks/Server_Side_Request_Forgery

® Server-Side Request Forgery Prevention Cheat Sheet, OWASP

https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevention_Cheat_Sheet.html

@ Server-side requests should not be vulnerable to forging attacks, Sona Rules
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CHS2 QtMoHX| k2 FEZ F7|0f KYE At

—

Z71et ofl HES EUWs KA. F7|0M S8 7tM B2kt GRS =Helstt.

g2 7IMet 2XQIX] 221 S0 AFEA HAQIES

1: const express = require('express’);
2:
3. router.get("/admin”, (req, res) =) {
4. // 701N BT HEE TINZ
5 const role = req.cookies.role;
6: if (role === "admin") {
7: [/ FII0N 7p&2 AEt FEHE 2R HOX| FL A2
8: return res.render(‘admin’. { title: *&2JXt HO|X[* } ));
9: I else {
10: return res.send("AtE #$H0| AAFLICE"):
11: 1
12: D
52 7|5 =S Aotz HolHE IEX Jt5d0| 2 7|20 MM0| MESI=E STt
OHMSH AC Of|A|
1. const express = require('express);
2: const session = require("express-session");
3
4:  app.use(session({
5: secret: 'test’,
6: resave: true,
7 saveUninitialized: true,
8: store: new MemoryStore({checkPeriod: 60 * 60 * 1000})
9:
10:
11:  router.get("/patched", (req, res) =) {
12: /] MIE0IN St 2E TINS
13: const role = req.session.role;
14: if (role === "admin") {
16: [/ Mol 7t82 AEt FHE #E|XF HO|X| &E X2
16: return res.render(‘admin’. { title: "E2|Xt HO|X|‘ } ));
17: } else {
18: return res.send("At2 #3H0| RASLICE"),
19: }
20: B;
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PN
(® CWE-807: Reliance on Untrusted Inputs in a Security Decision, MITRE,
https://cwe.mitre.org/data/definitions/807.html

@ express—session, npm

https://www.npmjs.com/package/express—session
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1_ &lea'lbl_l- ﬂ% S‘AE %9 JI% UI% VanillaJS - ReactJS - ExpressdS v

EAHEREE
243 s
0553 9 9 - - ; - —

: Q!
€) THE WE AN - :

(AN EE FaEe HE

MHZ0ME= NodeSHIM HESE= 712 715 M8l 2T 7IsS Feie = JUCH, ExpressJSLt
nest.js® 22 HEHMQ MH IZALINM HSSH= 7IsE A8t YEE UL SHOIAEZHME
LSt 2t0|HEZE A8l AT 7IsE 7oiE + AR, SSH2Z= MHFM st QIF0| X HEX|

OLOB WO 2N} WAIE 4 U,

A

|

SCi0|HE] 2ot ZME L3010 AfHOf| FZOIX| Zot=s AAlI S8t Y27t U= HOIKl= MHASS

n

=
MBSICE T3 OF

ofCtil HSE =t0|Ee|Lt T YHIE ALESH0F SiTf.

Ct. Z=OfH|

CISS WAQS 4% Al 282 Q83 HACS DB MEE MSK HAS UX| 08 QIS

O -

=
O X2USHL UOT WA Kfsiol MAT ME|0 FOfS T OIAIS KO FOh

1: const express = require('express’);
2. const crypto = require(‘crypto”);
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3:

4:  router.post("/vuln’, (req, res) =) {

55 const newPassword = reqg.body.newPassword;

6: const user = reg.session.userid;

7: const hs = crypto.createHash(“sha256”)

8: const newHashPassword = hs.update(newPassword).digest("base64");
9:

10: /] SN HALER UX| ORE SQIsHK| 41l RHI0|E

11: updatePasswordFromDB(user, newHashPassword);

12:

13: return res.send({message: "WAYE7} HAEUSLICE", userld, password, hashPassword});
14: D)

DBOIl MEE AEA AL} HAS QFe WAJAES| EX| HEE &Qlot, HE Qo A=}
Q D o %

r r
T2l AT UR[SH=X| BQ1 & DB

=
>
Inie)
[N
I
}
Yol
=0£

1:  const express = require(‘'express’);

2:  const crypto = require("crypto”);

3:

4:  router.post("/patched”, (req, res) =) {

) const newPassword = reqg.body.newPassword;

6: const user = reg.session.userid;

7: const oldPassword = getPasswordFromDB(user);

8: const salt = crypto.randomBytes(16).toString(‘hex’);

9:

10: const hs = crypto.createHash('sha256)

11: const currentPassword = req.body.currentPassword;

12: const currentHashPassword = hs.update(currentPassword + salt).digest("base64");
18

14: // 8 HALE S0l & ALK HE U|0|E

15: if (currentHashPassword === oldPassword) {

16: const newHashPassword = hs.update(newPassword + salt).digest("base64");
17: updatePasswordFromDB(user, newHashPassword);

18: return res.send{ message: "ALET} HAZAUSLICL" });
19: } else {
20: return res.send({ message: "IAYE7} UX|SIX| LELICE" 1)
21: }
22:b;
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= S PN

® CWE-306: Missing Authentication for Critical Function, MITRE,
https://cwe.mitre.org/data/definitions/306.html

® Access Control, OWASP,
https://www.owasp.org/index.php/Access_Control_Cheat_Sheet
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2. _I?I_L-lea-lﬁ|- ﬂjl’ [ VanillaJS - ReactJS - ExpressJS \/]
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{20t 7150l 7HKl= | %A 22 HUYCZM SHAXNA 2= 34

A0
0l 2 ACL(Access Control List)2 Zt2|3tCt.

L EMH(Attack Surface)2 Z|AsI5t1 ALK St o
TEHZ SAXTL TYE = AL S0 SYE E 5+ U= MAH ZAM XHE, A Q4 = SES
o] St

Ct. ZEoH|

ChE2 ALEAIS] et 2i2ls gt

20 =L

QFMSH| 22 IE OlA|

1:  const express = require('express’);
2:

nE

o SHl Q0] AHSAH LA M2t AH| HYPE s™otks HAIE
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function deleteContentFromDB(contentld) {

router.delete("/vuln", (req, res) =) {

const contentld = req.body.contentld;

Sk [/ B QFE ot= ALEAIS HEt &9l ¢l0] AN A 43
10: deleteContentFromDB(content!d);

11:

12: return res.send("AAHI7t 22 EASLICE");

130 1

¥IFa W
—

HAO M NS HEEZ So Y ALSKIF £33 X0 et ASH0| U=X| QIS

U= BT XS LHUGHTE BOF BIL,

1. const express = require('express’);

2.

3. function deleteContentFromDB(contentld) { ... }
4:

5. router.delete("/patched”, (req, res) =) {

6: const contentld = req.body.contentld;

7: const role = reg.session.role;

8:

9: [/ A 7lsE £8F HE0| U= FL0TH X S 43
10: if (role === "admin") {

11: deleteContentFromDB(contentld);

12: return res.send("MAI7t AR EASLICE");

13: } else {

14: return res.send("#8t0| AFLICL"),

15: }

16 1

2t &A=

@® CWE-285: Improper Authorization, MITRE,
https://cwe.mitre.org/data/definitions/285.html

® Authorization, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html
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3. §R?_* II‘%O" [HUI_I' xa'%ﬂ ﬂ?_l‘ ’é’g [ VanillaJS - ReactJS - ExpressJS \/J
7L e
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K| 42 ALEX7} oY AHES AESIHA EICE NodeSHAME fs.chmodSync &5 AM2sH DY AAM,

obey, A9l Of, 20|22 S2 HEIXI eHMEE HU MI|7t Jhsot=s 2Fotd, Y TiEit
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S|
o
20| S8t XHEE MEdts ER o7t EX| Y2 ASAUL S8 AN 2 7SR HARSH.

Ct. IC=O)H|

CE OIXI= /root/system_config L0 CHAHAM 2= ALEAZE 47|, A7), & HEHS 7H=E J&
Hol =0

mjo

const fs = require('fs");

function writeFile() {
/] BE NEXI7} 917, M7|, H& Hste XA F
fs.chmodSync("/root/system_config", 00777);

o9 B @ =
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6 fs.open('/root/system_config", "w", function(err,fd) {

7: if (err) throw err;

8 hB

9: fs.writeFile("/root/system_config", "your config is broken", function(err) {
10: if (err) throw err;

11: console.log(write end');

12: D;

130}

FQ MU0 CHollM= Z|a T SFshofF ot FMMOZ, MAUQ| ARAIRY SHHEE 7|2MO=Z ¢7|

HEIO ROGHOF ST, RSOSA M7| Hsto] HRS H0IA HEXOZ M| HES LoiaHO}

e

Ct.

const fs = require('fs");

1:
25
3. function writeFile() {

4. [/ 22X 0|20l AEEE KX Y=

5: fs.chmodSync("/root/system_config", 00700);

6: fs.open('/root/system_config", "w", function(err,fd) {
7: if (err) throw err;

8:

D

9: fs.writeFile("/root/system_config", "your config is broken", function(err) {
10: if (err) throw err;

11: console.log('write end’);

12: )

130}

2t &K=

@® CWE-732: Incorrect Permission Assignment for Critical Resource, MITRE,
https://cwe.mitre.org/data/definitions/732.html

@ File System, NodeJS
https://nodejs.org/api/fs.html#file-system
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( gsAdn2E AHBIIE ver3.0 )

s= ot «malE
BA QMY &F - 112HE
- egnc
ARIA - 7|ZA(ECB, CBC, CFB, OFB, CTR)
- 7|2 A/QIE(CCM, GCM)
- egoc
i SEED - 7|2M(ECB, CBC, CFB, OFB, CTR)
(ff%*i) - 7|2N/QIS(CCM, GCM)
eunc
° 2gEE
LEA - J|ZA(ECB, CBC, CFB, OFB, CTR)
- 7|LA/QIZ(CCM, GCM)
LoA0c
HIGHT =<
- 7|ZA(ECB, CBC, CFB, OFB, CTR)
SHA-2 - SHA-224/256/384/512
a4 8t LSH - LSH-224/256/384/512/512-224/512-256
SHA-3 « SHA-3-224/256/384/512
B salas 718 - HMAC
23 s=2ois 7t - CMAC, GMAC
SH4l3t4 et * Hash_DRBG, HMAC_DRBG
R
° =20t Mt - CTR_DRBG
= * 3747| Z0| : 2048, 3072
27| 65 RSAE o
S SAES - 3l14/8t4e : SHA-224, SHA-256
* B747| Z0]| : 2048, 3072
RSA-PSS - 81418t : SHA-224, SHA-256
KCDSA * (Z747] Zol, 74217] Zo|) : (2048, 224), (2048, 256)
- 8215t © SHA-224, SHA-256
FSPNISI
. - p-224, p-256, B-233, B-283, K-233, K-283
EC-KCDSA - 81418t : SHA-224, SHA-256
ECDSA - p-224, p-256, B-233, B-283, K-233, K-283
- Bil215t2 © SHA-224, SHA-256
DH * (37471 Z0[, 7HQ17| ZO0]) : (2048, 224), (2048, 256)
7| gx-l
° ECDH - p-224, p-256, B-233, B-283, K-233, K-283
KBKDF - HMAC, CMAC
7| K=
o PBKDF * HMAC
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Ct. IC=O)H|

ChS OiMl= F<ker DES ¢112|52= US3tohk= GAICH DES 0|20 2TDEA, Blowfish S2| Fofst

—

UTRAZS AR O EiL,

const crypto = require("crypto”);
function getEncText(plainText, key) {
// Fokst &42|=0l DESE AM8o}0 QIMGHK| S

const cipherDes = crypto.createCipheriv('des—ecb’, key, ");

const encryptedData = cipherDes.update(plainText, 'utf8', '‘base64’);
const finalEnctypedData = cipherDes.final(base64’);

return encryptedData + finalEnctypedData;

4

Z|okst DES Y2|S CHAI OFMSH AES 2t

fol
o

o
fl
L)
o
mjo
>
0
%
°
ol
n
i
Ju
|:|O

2 ISl 29 2=
ECB(Electronic Codebook) ZEZ AT A2 ot /{9 5T sh=EH LHX| 25k si50| &= HHO
QL. CBC(Cipher Block Chaining) 2E&= HE2| 2t 50| XOR ¢4t Solf 0|1™ S Eat ¢1A0] &[7|

M=20l 22 EB=20|2te Y220 M2 2L} Ol2fet E2=2 HOM40| ECB ZEEL; O}

const crypto = require(‘crypto");

function getEncText(plainText, key, iv) {
/] HE 4102|FQ AESE ArESH rHEt
const cipherAes = crypto.createCipheriv('aes-256-cbc’, key, iv);

const encryptedData = cipherAes.update(plainText, 'utf8', 'base64’);
const finalEnctypedData = cipherAes.final('base64);

return encryptedData + finalEnctypedData;
}

= @@ F DG LD =

—_

71



Javascript AIR0ZE JH0IE

LS GilMl= F{efet MD5 i+ &+E ALEdt= OAIL. & ei2|Sat OFE7KIZ, S+
A

=
OF oft HOR HOIE MD5Q} 22 BHE AIZoIR oS STl HOIRE 0|2

const crypto = require("crypto”);
function makeMd5(plainText) {
/] Fst mdb sligEs A

1
2
3
4
5: const hashText = crypto.createHash('md5’).update(plainText).digest("hex");
6
7
8

return hashText;

Of2f ZEXNE £aMO= QMG ATl sha-266 ofiv S S= HEdHOF STt

ObMgt IS Of|A|

const crypto = require(‘crypto");
function makeSha256(plainText) {
const salt = crypto.randomBytes(16).toString(hex);
const hashText = crypto.createHash('sha256').update(plainText + salt).digest("hex");

1
2
3
4
B
6:  // QHFF sha-256 RS AR
7
8
9 return hashText;

0

2f. &Xt=
(® CWE-327: Use of a Broken or Risky Cryptographic Algorithm, MITRE,
https://cwe.mitre.org/data/definitions/327.html

@ Approved Security functions FIPS 140 Annex a, NIST
http://csrc.nist.gov/publications/fips/fips 140-2/fips 1402annexa. pdf

® Crypto, NodeJS
https://nodejs.org/api/crypto.html
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5 OI‘QQI'EIII 98’8 91. *E VanillaJS v ReactJS v ExpressJS v

7L M8

D B Ha e
AR Hy

: 2 E3R RS Cal @ E

"EI'FH 18 5

D22 HZ22L f23 JoM S8 ZEOHIEE, ASYE, 288 S)E Msitt
HE7L U2 23EX| ¢S 32, 22 M7 Lot/ Lt HI0|HS| F240] TR == UCt
ol ARBAL = AlA”IS B2 FHEIt Z&tE HI0JEHE BE= & il L= N Al AIIER| B2 AEXA

oAl 2iget "7t =52 5 UL

HAYEFUSEHS, oS 5), S8FEOIEHS, AXHS §), WAYE S TLYEE XNE5HA

P2 71M0F SI0) SRHEE QL & FLU| WIS S8

bl
Ik
Hu
r
OF>
g'y
rr
L
[N
>
o2
ol
l?ﬂ
=

7tSStLHA SSL = HTTPS St 22 22 MES AHEoH0F oitt. 2o MES AHEoHA| §il HeteX
o

F710l 2 HIOIHE XMYsh= BR, 77| 20| 2otL5dS HHM(Ex. secure = True) 32 HHO| &S
Cf. ZE0|X

50HE PR

Otz GiMl= MEAZRH HEU2 WAE LSS FEfet ZRO0ICH
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function updatePass(dbconn, password, user_id) {
// YSSIEX] 42 HYHSE DBO| XFsl= 42 A=
const sql = 'UPDATE user SET password=? WHERE user_id=?";
const params = [password, user_id];

dbconn.query(sqgl, params, function(err, rows, fields){
if (err) console.log(err);

b

| 4

Ot= s+ HIIE|ES 018ot0] HAS P35t 0|20 IHAKES Mok HAE 20 =L O] T, i+

& et SHA2561 20| QHEd0| S E YiI2|ES ARSoHOF SfCt,

const crypto = require("crypto”);

1
2
3. function updatePass(dbconn, password, user_id, salt) {

4 // HHE ASSIE 0|8510] HHHSE ASst

5 const sql = 'UPDATE user SET password=? WHERE user_id=?";

6: const hashPw = crypto.createHash('sha256').update(password + salt, 'utf-8’).digest(hex);
7: const params = [hashPw, user_id];

8 dbconn.query(sqgl, params, function(err, rows, fields){

9 if (err) console.log(err);

0

1

b

* ZQ¥E YEHE

Of2 OIF= QIXIZIOR MY W MAQICES oi5st gl0] HEYAS Saff Hasts HNS TPt MY

2o ARSI} Y4B} Hl0f UK %S PP WY AULS 55101 WASTE 5T 4+ AU,
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444_\
Wiv=9

© 00 N ook Wi =

const { io } = require("socket.io—client");
const socket = io("http://localhost:3000");

function sendPassword(password) {
[/ WAQIES ASSt oX| U1 M&ESHH AKX U=
socket.emit("password’, password);

}

socket.on("password", function(data) {
if (data === 'success’) {
console.log("\nSuccess to send a message to a server \n")
}
D

| 4

Oz HERIE Soff MEE= WAYEI =EEHX| EESF A6 H&ols HAIE 20 EO.

ObMgt IS Of|A|

DFDGP SR =

NN NNDNMNDNN - sy
RO ADTHRRSE

const { io } = require('socket.io—client");
const crypto = require("crypto”);

const socket = io("http://localhost:3000");
const PASSWORD = getPassword();

function aesEncrypt(plainText) {

}

function sendPassword(password) {

}

socket.on("password", function(data) {

b

const key = getCryptKey();

const iv = getCryptlV();

const cipherAes = crypto.createCipheriv('aes—256-cbc’, key, iv);
const encryptedData = cipherAes.update(plainText, 'utf8', 'base64’);
const finalEncryptedData = cipherAes.final(base64);

return encryptedData + finalEncryptedData;

/] HARIE 5 ZQHEE= USslote MEch= 40| A
const encPassword = aesEncrypt(password);
socket.emit("password”, encPassword);

if (data === 'success) {
console.log("\nSuccess to send a message to a server \n")

}
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2. AR

@ CWE-312: Cleartext Storage of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/312.html

@ CWE-319: Cleartext Transmission of Sensitive Information, MITRE,
https://cwe.mitre.org/data/definitions/319.html

(® Password Plaintext Storage, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Plaintext_Storage
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6 Ul.l:ﬂ X°'|E VanillaJs v/ ReactJS v’ ExpressJS v

7t M8

D ARE E2 s

| s of
< | & | o:
2 B —

D203 TE R0 SIEREE WAISS T5HT, 012 0185 LiiK IS0l ARSI o HEHES:
SNS Si= 2P BRAXS HEI =E 4 0| AL T3 SICICE Y53 7|S AR YB3

255tH USSHE MBI REE 71540| ZOREIC 2457(2| SHHE AlLtel MASHHZE SHALO| 7HsdH
BXE ZA(Brute—Force)2Z0|l= FoFst 4= QICt.

HAEE Yoot & HEO| MU0 NTotK AESICt Lot 52 FE A2st Al d=7t Ofd =8t
o ots
a

7|2 ME0I=E ofH, Y2t H EUHEE FE LR S+ HEf

Ct. oA

i

SO HAQIS Ei 255 J|9 22 B2 HHE SETY S 2, BL HEI LEE £ 0

Ho
oo
Q'E
Il

const express = require('express’);
const mysgl = require("mysql");
const crypto = require(‘crypto");

router.get("/vuln", (req, res) =) {
// HIO|HH|0|A HZY TSt QIF HEHI} HEOR SIEIHEN US

1
2
3
4:
5. const dbQuery = "SELECT email, name FROM user WHERE name = 'test™;
6:
7
8
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9: const connection = mysql.createConnection({
10: host: 'localhost’,

11: user: 'root,

12: password: 'root1234',

13: database: 'javascript’,

14: port: 3306,

150

16:

17: connection.query(

18: dbQuery, (err, result) =) {
19: if (err) return res.send(err);
20: return res.send(result);
21: )

22: b;

HAQES 22 T YHE QG ASs YAOZ ASst & HEO| F2|E SZHTY)0 XEoHoF stH,
X

o
ASotE JE AE Al 528 HYS AT & ALSoHOF St

1: const express = require('express);

2. const mysgl = require("mysql");

3: const crypto = require(‘crypto”);

4:

5:  const dbQuery = "SELECT email, name FROM user WHERE name = 'test";
6: const key = getCryptKey(); // 32bytes

7: const iv = getCryptlV(); // 16bytes

8:

9: router.get("/patched"’, (req, res) =) {

10:  // GXIU0| 4&E5} E0 U= user, password HES JINQL 253} Bt & AR
11: const decipher = crypto.createDecipheriv(‘aes-256-cbc', key, iv);

12: const user = decipher.update(process.env.USER, 'base64’, 'utf8) + decipher.final(utf8’);
13: const decipher2 = crypto.createDecipheriv('aes—256-cbc’, key, iv);

14: const password = decipher2.update(process.env.PASSWORD, 'base64’, 'utf8) + decipher2.final
15:  (utf8);

16:

17: // DB 9id HHT MEMANN 7HN2t AL

18: const connection = mysgl.createConnection({

19: host: process.env.DB_HOST,

20: user: user,

21: password: password,

22: database: process.env.DB_NAME,

23: port: process.env.PORT,

24: B

25:
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2t #1iXt=s
@® CWE-259: Use of Hard-coded Password, MITRE,
https://cwe.mitre.org/data/definitions/259.html

@ CWE-321: Use of Hard-coded Cryptographic Key, MITRE,
https://cwe.mitre.org/data/definitions/321.html

® Use of hard-coded password, OWASP,
https://owasp.org/www-community/vulnerabilities/Use_of_hard-coded_password

@ Password Management Hardcoded Password, OWASP,

https://owasp.org/www-community/vulnerabilities/Password_Management_Hardcoded_Password

(® Hard-coded credentials are security—sensitive, sona-rules

https://rules.sonarsource.com/javascript/RSPEC-2068
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7 %E‘UI‘II EJE 9' 7EIOI Al'g VanillaJS ~ v* ReactJS v’ ExpressdS v
7L M8
== HE
= HE7
REWEE Fuk0| LT
> &5 —rjl——
o=)
o B e
jpime o ase
g () £
. > —
U AR g ?
TE W7 2 $IBH HE W
11348 47T89%abc | B8
W2 20|19 7|2 AtEols A2 Y=dt 2SS FAsH S = AL FI= LSst I 22940 AL
El=0l, 458 Y3t YNEES MESIHEtT 7| 207t 25| ZA| E2H A2 AlZt &0 7|15 Zotd
+ A1 0| O|8ol 3AXAIH Yoot HO[HU HAQES =33t & 5 A &t
U3 LI2F H 7| Z0| MU A, 45 LA2FQ UMY RA7|ZH HAULEH 4S 2n2E 7| ZO
HIES J|HO2 US YT2F U 7| Z0IZ Meysiof BTt

[H&T| ot 23| ¢S LIRS &= 2i2lS
oio o= | OHAIES orHg
=HEE | BES | (morz) | ebE OIAITHS: BRZs | expiz
(HorAE) = -
- HE) | SHIIHIE) | HIFIHIE) | E=HIE) ()
201101
HIE
112 HE 12 112 2048 2048 224 224 20304 7|
128 HIE 128 128 3072 3072 256 256
192 HIE 192 192 7680 7680 384 384 20304 o|%
256H|E 256 256 15360 15360 512 512
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RSA ¢€112|52 0|k 2,048 H|E 0|42 ZO|E 7tXl 7|2 &M AtEaHOF of1!, U Ysst L2E
(Symmetric Encryption Algorithm)2| A0 MO EOt ZE 112H|E 0|MS X5t Y12|E2
AtE3HOF Bt
Ct. ZEO0fx|

2OH0| 2B RSA UTRAES ASSHs OIS 7| 2718 il AR6I8 TRI20| HOIPK0| 8 4 UL,

1: const crypto = require(‘crypto");

2:

3. function vulnMakeRsaKeyPair() {

4: // RSA7| Z0|Z 1024 HEZ MH5= 4R OHNSIK| 42

5 const { publicKey, privateKey } = crypto.generateKeyPairSync('rsa’,
6: {

7: modulusLength: 1024,

8: publicKeyEncoding: { type: "spki’, format: 'pem' },

9: privateKeyEncoding: { type: "pkcs8", format: 'pem' }

10: hE

11: return { PRIVATE: publicKey, PUBLIC: privateKey }

12}

13

14:  function vulnMakeEcc() {

15: // ECC 7| Z0|7} 224H|E 0|50|™H QIXSHK| e

16: const { publicKey, privateKey } = crypto.generateKeyPairSync('ec’, {
17: namedCurve: 'secp192k1’,

18: publicKeyEncoding: { type: 'spki’, format: 'der' },

19: privateKeyEncoding: { type: 'pkcs8', format: 'der' }

20: D

21: return { PRIVATE: publicKey.toString('hex’), PUBLIC: privateKey.toString('hex’) }
22 '}

RSA, DSAQ| 4<% 7|2 Z0|= X0k 2048 HIEE, ECCO| &2 224 H|E 0|42 = H7oH0F TSIt

QtM3t 7| Z0|E AMBSH RSA % ECC 7| AMAst ofx|Ct.

nl
gjo
rio
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1: const crypto = require("crypto");

2:

3:  function vulnMakeRsaKeyPair() {

4 // RSA7| Z0|E 2048 HIEZ MFdl QrHEt

b: const { publicKey, privateKey } = crypto.generateKeyPairSync(rsa’,
6: {

7: modulusLength: 2048,

8: publicKeyEncoding: { type: "spki’, format: 'pem’ },

9: privateKeyEncoding: { type: "pkcs8', format: ‘pem’ }

10: b

11: return { PRIVATE: publicKey, PUBLIC: privateKey }

12: '}

13:

14:  function vulnMakeEcc() {

160 // ECC 7| 0| 256 HIEZ MHa &

16: const { publicKey, privateKey } = crypto.generateKeyPairSync('ec’, {
17: namedCurve: 'secp256k1’,

18: publicKeyEncoding: { type: 'spki', format: 'der' },

19: privateKeyEncoding: { type: 'pkcs8', format: 'der’ }

20: b

21: return { PRIVATE: publicKey.toString('hex’), PUBLIC: privateKey.toString(hex’) }
22: '}

2t &A=

® CWE-326: Inadequate Encryption Strength, MITRE,
https://cwe.mitre.org/data/definitions/326.html

(@ FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION (FIPS PUB 186-4), NIST
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf

® Y= ZiE & 7| Z0| O LA, KISA,

https://www.kisa.or.kr/2060305/form?postSeq=5&lang_type=KO#fnPostAttachDownload
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Hu

KHHIATZEE NodeJS AXIHAME crypto.getRandomBytesS Aol YSSHHOZ OFMEE QAL 4~
HIO|EE Mga = QICh DtoF O 4ot HIO|JEE A2 HESH &M Mo| HE 2= = M2
Ol5of BiCt H2tRX 0= RandomSource.getRandomValuesS AM5H ASSHXOZ OHFGH O|AL 2HEH

Ct. oA

random H|O|Ef dd A0z HIEA] RF5L7| {22 seed %S 018310 HE WHsHof 5O, O
ddE Hef olbfete B2/t H7| M2 2 22t JIsS flet He 018 T
X

N
QITSHK| B2 ZE GIMZ YSSHKOZ QPHGHA| 42 Math.random &5 AESH 5 Ydot UL
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1. function getOtpNumber() {

2: let randomStr = ";

3: // Math.random 2l0|E2{2l= HO7|S0 AFE5HH =T
4: for (let i = 0; i  6; i++) {

5: randomStr += String(Math.floor(Math.random() * 10))
6: }

7: return randomStr;

8:

4

LS Z== NodeJS EE0HA crypto 2H0|H2IEIE AISoH FSsMOZ OFHel H 2UE ddok= Mg 20 =Lt

OrXSt FC Of|A|

— e

const crypto = require(‘crypto");

1
2
3: function getOtpNumber() {

4 // OIS0l HEtt Ha 488 crypto 2H0|HEZ| At
b const array = new Uint32Array(1);

6: // EERXME crypto THAOI window.cryptoS Al
7 const randomStr = crypto.getRandomValues(array);
8

: let result;
9: for (let i = 0; i { randomStr.length; i++) {
10: result = arrayl[il;

11: }
12: return String(result).substring(0, 6);

2t &IXE
@® CWE-330: Use of Insufficiently Random Values, MITRE,
https://cwe.mitre.org/data/definitions/330.html

@ Insecure Randomness, OWASP,
https://owasp.org/www-community/vulnerabilities/Insecure_Randomness

® Math.random(), mdn web docs
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/Math/random

@ getRandomValues(), mdn web docs
https://developer.mozilla.org/en-US/docs/Web/API/Crypto/getRandomValues
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g- 1*4%“.’_* “Hﬁ'?’-IE G'I‘g [ VanillaJs v/ ReactJS v’ ExpressJS \/]

7t 7R
Password e Password Recovery Tool
1234567891236910123 © Database.rdb
Continue Recovery

ﬁ1234567891236910123

2ot AQIE T3t FAIS MBSIEE YRS OB HAS T2HOBRE| ASK AHO| U B

= ULt QTS WAQES WEol7| Hlohis "HAYE ME I 0| QULHALL UM HASte WAQE 2F

Ct. oA

AERI7H Yot IHAL=0 T
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Ay
30
ful

1. const express = require('express’);
2. const mysgl = require("mysql");
3. const connection = mysgl.createConnection( ... );
4.
5:  router.post("/vuln’, (req, res) =) {
6: const con = connection;
7: const { email, password, name } = reqg.body;
8 [/ HARIE MY 7= #AZ Ql0| 3| 712 A2
9: con.query(
10: "INSERT INTO user (email, password, name) VALUES (?, ?, ?)",
11: [email, password, name],
12: (err, result) =) {
13: if (err) return res.send(err);
14: return res.send("E71 H42");
15: hE
16 1
| 4
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MEX AY ESE 2ol 3IE7IY Al HAQE STECL ZOIE A4S F /I
FE e EFEXN(I@#$%"&* )= 7IY WS Ao [t HASH ALSoHH |
10KE|2 A8 B2 FIofe & U AMEAPTL ATS HAJER HE

SUXMEE +HoHOF SHCY.

DTG LR =

const express = require(‘express));
const mysql = require("mysql");
const connection = mysql.createConnection(...);

router.post("/patched"’, (req, res) =) {
const con = connection;
const { email, password, name } = reqg.body:;

function checkPassword(password) {
/] 2Z 01 B2 F4E 8AIZ| Ol HIUHS ZAL HTA
const pt1 = /A?=*[A-Z])(?=*[a—z])[A-Za-Z\d!@#$%"&*]{8,}$/:
const pt2 = /A(?=*[A-Z])(?=.*\d)[A-Za-z\dI@#$%"&*]{8,}$/;
const pt3
const ptd = /A(?=.*[a-z])(?=.*\d)[A-Za-Z\d|@#$%"&*]{8.}$/;
const pts = /A(?=.*[a-z])(?=*[|@#$%"&*])[A-Za-z\d| @#$%"&*1{8,}$/
const pt6 = /*(?=.*\d)(?=*[|@#$%"&*])[A-Za-z\d!@#$%"&*]{8,}$/;
[l X 8 HEQI0| 10Kt O H|UHS ZHAL A
const pt7 = /MA-Za-z2\d!@#$%"&*1{10,}$/;

for (let pt of [pt1, pt2, pt3, pt4, ptb, pt6, pt7]) {
console.log(pt.test(password));
if (pt.test(password)) return true;

}

return false;

}

if (checkPassword(password)) {
con.query(
"INSERT INTO user (email, password, name) VALUES (7, ?, ?)",
[email, password, name],
(err, result) =) {
if (err) return res.send(err);
return res.send("2|¥71 H3");

}
);
} else {
return res.send('H|ZHSE FE UWEXL, ARKL, =X}, E4EX XF &
EA 7 AE0] 10Xt2] 0A0|0{0F BHLICE.");
}
D;

["=XA-Z])(=*|@#$%"&*])[A-Za-2\d|@#$%"&*]{8,}$/;

27X| Ol 8At2|0[ALt
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g, HiXx=
® CWE-521: Weak Password Requirements, MITRE,
https://cwe.mitre.org/data/definitions/521.html

@ Authentication Cheat Sheet, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

® JavaScript-mdn-web-docs = MDN contributors
https://devdocs.io/javascript/global_objects/regexp
@ HAQIE MEd 31 0| QfLHA

https://seed.kisa.or.kr/kisa/Board/53/detailView.do
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1: const express = require('express);
2: const crypto = require("crypto");
3. const fs = require(fs’);
4:
5. router.post(‘/vuln”, (req, res) =) {
6: // 2A0IAEZLE MIFHE2 HO|E(BNMMEE 4 X2 otX| %US)
7: const { encrypted_msg } = req.body;
8: let secret_key;
9: fs.readFile('/keys/secret_key.out’, ‘utf8’, (err, data) =) {
10: if (err) {
11: console.error(err);
12: return;
13: }
14: secret_key = data;
15: 1
16:
17: /[ HA7|2 SUO|HET} MHst TE =255}
18:  // (decrypt_with_symmetric_key &= 229 gl4+HOZ MEEQl 253 IR MEF)
19: const decrypted = decrypt_with_symmetric_key(encrypted_msg, secret_key);
20:
21: // SEO[HEERHE MY W2 FC Al
22: eval(decrypted);
23:  res.send(23st TEE MAHLICH),
24: b
st GE E= 7|5 HdC= AZAL= HI0IHE MEol=s 42, BEA| MAMES
FlM= HAMES o SLUSUM 2t HO|Ee FZAdS HSoH0F St

AEeH &S 2t0[=2{2(0f M2t HIOJE AFT A0 Xt0[7h QUCL| HHEA|

oot S5t 10| YSHE & X2 ==X HEH0F

o

ct.
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10 /] IR HB0 Mﬂ?_ E= QEs W7 (K] Y A4S A0 met

2. /] HEHE £ ACH, MBS ASEt MHO| 3747|2 555kst MY 2= Hl0E ai+Zte
30/ YR GEE ZAole ZEE EF

4. const express = require(‘express’);

5. const crypto = require(‘crypto”);

6:

7. router.post('/patched’, (req, res) =) {

8:

9: const { encrypted_msg, encrypted_sig, client_pub_key } = req.body;
10: let secret_key;

11: fs.readFile('/keys/secret_key.out’, ‘utf8’, (err, data) =) {

12: if (err) {

13 console.error(err);

14: return;

15: }

16: secret_key = data;

17: }

18: // Hi&7|2 2210|21E HIo[f ¥ MANMY 553}

19: const decrypted_msg = decrypt_with_symmetric_key(encrypted_msg);
20: const decrypted_sig = decrypt_with_symmaetric_key(encrypted_sig);
21:

22: [/ BXRMNY AB0| S2st ZL0Tt GH0]E A

23: if (verify_digit_signature(decrypted_msg, decrypted_sig, clint_pub_key)) {
24: eval(decrypted_msg);

25: res.send(23%t TEE MAHMELICE);

26: } else {

27: res.send(!] Ofl21 - MHO| SHIZX| U&LICL);

28: }

29: M

2t AOAE
@® CWE-347: Improper Verification of Cryptographic Signature, MITRE,
https://cwe.mitre.org/data/definitions/347.html

® Security Consideration for Code Signing, NIST,
https://csrc.nist.gov/CSRC/media/Publications/white—paper/2018/01/26/security—considerations—for-code

-signing/final/documents/security—considerations—for-code-signing.pdf

® Class: verify, NodeJS
https://nodejs.org/api/crypto.html#class-verify
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= oHHaH| g

4

1:  const https = require(https’);

2:

3. const getServer = () =) {

4:

B const options = {

6: hostname: "dangerous.website",

7: port: 443,

8: method: "GET",

9: path: "/",

10: /] REGHK| %2 ASME 7HX[I UA0E FAlsh= M2
11: rejectUnauthorized: false

12: i

13: https.request(

14: options, (response) =) {

156: console.log(response - ', response.statusCode);
16: }

17: );

18: s

rejectUnauthorized SME true2 MAXoIH HAMXO0|X| ¢4 9l
AZ0| =E=X| LoF ofd MHZRE S2H0|HEE oA &
OtMsh TAC Of|A|

1: const express = require('express’);

2. const https = require(https’);

3

4: const getServer = () =) {

B

6 const options = {

7 hostname: "dangerous.website",

8: port: 443,

9: method: "GET",

10: path: /"

11 /] REOHK| U2 QUSA LA Al 0 L4

12: rejectUnauthorized: true

13: |5

14: const hreq = https.request(

15: options, (response) =) {

16: console.log(response - ', response.statusCode);
17: }

18: %

19: hreqg.on(error', (e) =) {
20: console.error(Cl2{LY - ', e);
21: b
22 b
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= S PN

® CWE-295: Improper Certificate Validation, MITRE,
https://cwe.mitre.org/data/definitions/295.html

@ ldentification and Authentication Failures, OWASP,
https://owasp.org/Top10/A07_2021-Identification_and_Authentication_Failures/

® https, NodedsS,
https://nodejs.org/api/https.html#httpsrequestoptions—callback
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const express = require('express);

router.get("/vuln", (req, res) =) {
[/ 3719 BE AZIE 1402 oA ZA MEst U0 OFMoHA| ATt
res.cookie(rememberme’, '1', {
expires: new Date(Date.now() + 365*24*60*60*1000)
DX
return res.send('F7| Lg A=");

b

© e H R Wiy =

4

Uz A2 oY IS0l S 242 2Fotd XL FI0es S =27t ZYEA EEE it

HTTPSZ SahAEt 77|12 Hadtze S True(712242 False)2 AIRE 4 QUCh 2240/2E

N
i
oA
TH o
p'y 0]
Rl
>
_o'y
H1
Ju sy

Z0|M RHIASZHES Sol MBSt & ZLA httpOnly £8S True(ZI2a2

L HAL

False)2 AFSiC). OE2

const express = require('express);

router.get("/patched", (req, res) =) {
/] 3719 BtE ANZe HESHH HOStl secure 242 EM5}
res.cookie(rememberme’, 1", {
expires: new Date(Date.now() + 60*60*1000),
secure: true,
httpOnly: true
m
return res.send('R7| g5 A=),

b

T @I SRR 2

—_
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2t &K=
® CWE-539: Use of Persistent Cookies Containing Sensitive Information, MITRE,

https://cwe.mitre.org/data/definitions/539.html

@ Expire and Max-Age Attributes, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.htm]
#expire—and—max—age—attributes

® Express - StringLoop, IBM,

https://devdocs.io/express/index#res.cookie
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13. ',I:'&!'E ﬂ'oll EQE AI&E! -’F—P..JSE[ VanillaJS v°  ReactS v ExpressJS \/J

D 4A0E HI (Hy 1)

B 3sEe s
iMAUE HEE, 2 &

odminsirotar & "Higer”

AZEY0f LA} HOIZ QYoM FAS0| WAYCE HOIE H2

HZA5ts 20| B OfEA| STk, Brof BARIE AATE] 22 4 UCHH AIAHO) 287 2

Lt. ot

A
ro
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FA0= oro|E, AJAE S 2ot HEE WES 7I”sH| =L,

=
HE|ME 2lol 010|L], HAQIE § ZEL™HE FME 20 &Y £ XX %= 42 TE = O]
LRSI,
OFHBIX| @2 FE OfA
1: const express = require(express’);
2:
3. router.post("/vuln”, (req, res) =) {
4: /] FHZ20| ZetE 2 MARQ Q15 FE
5: // id = admin
6:  // password = 1234
Ve const result = login(req.body.id, req.body.password);
8: return res.send(result);
9: b
| 4

D20 K AO| TS SO HABS ALSX AL HAYIS SO HEE N AR 3 UG
ARI3HOF BTt
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const express = require('express);

router.post("/vuln’, (req, res) =) {
[/ FHZ20| ZEtE RIS HE= A
const result = login(reg.body.id, reg.body.password);
return res.send(result);

b

N 2

2. AR

@® CWE-615: Inclusion of Sensitive Information in Source Code Comments, MITRE,
https://cwe.mitre.org/data/definitions/615.html
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KHHIAIEE NodeJSOIA= crypto I7|XIS AtEaH ozt 4 X £E(randomBytes)S gt 4= A

Ct. Z=OfH|

Ay

LE2 £E S10] 207t B2 AQEE ofiel &0 Mol F=Z0| AKX 2o A fFE= HAE

20 &Lt
1:  const crypto = require(‘crypto”);
2:
3. function getHashFromPwd(pw) {
4. // salt7t 90| MH= ofiMzte Zrm7t Aol Fok
5 const hash = crypto.createHash('sha256'). update(pw).digest(hex);
6: return hash;
7.}
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T2 20|19 HAYIER YT £2 SHHUS Y| Yo HEN SE US B M0}

o

const crypto = require(‘crypto");

1
2
3. function getHashFromPwd(pw) {

4 E S A8otH ZOo|7t B MAERE: IHLo| sitE 488 4+ US

5 E U2 ASXEz QYU M4aHor ofH, WAL} gH DBO XMsHoF of
6: const salt = crypto.randomBytes(16).toString('hex’);

7: const hash = crypto.createHash('sha256').update(pw + salt).digest('hex’);

8

9

0

return { hash, salt };

= S PN

® CWE-759: Use of a One-Way Hash without a Salt, MITRE,
https://cwe.mitre.org/data/definitions/759.html

(@ Password Storage Cheat Sheet — Salting, OWASP,
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html#salting

® createHash, NodedS,
https://nodejs.org/api/crypto.html#cryptocreatehashalgorithm—-options
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OFHSIX| B2 IE GAl

1: const express = require('express’);

2: const fs = require('fs");

3: const http = require("http");

4:

5. router.get("/vuln", (req, res) =) {

6: /] MEIE 5= = MOEON FEE OREC

7: const url = "https://www.somewhere.com/storage/code.js";
8:

O // 34 It CRREE

10: http.get(url, (res) =) {

11: const path = "./temp/samplel.js"

12: const writeStream = fs.createWriteStream(path);

18

14: res.pipe(writeStream);

15: writeStream.on(*finish”, () =) {

16: writeStream.close();

17: b

18: b

19:
20: // R34 43 9l0| Y Mg
21: fs.readFile("./temp/sample1.js", "utf8", function (err, buf) {
22: res.end(buf);
23D
24: 1);

4
QNS IE M3S Qo CHREES MIUE AlASH izt THut 74 MEE(E= 0]0] XEE) i+t
HIwE S F2Y ZAME HX & ZEE HA:HOF BTt
OFXi3t FE OA|

1 const express = require('express’);

2: const fs = require('fs");

3: const http = require("http");

4:  const crypto = require("crypto");

b

6: router.get('/patched"’, async (req, res) =) {

7: const url = "https://www.somewhere.com/storage/code.js";
8: const codeHash = req.body.codeHash;

9:

| 4
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10: http.get(url, (res) =) {
11: const path = "./temp/samplel.js"
12: const writeStream = fs.createWriteStream(path);
13: res.pipe(writeStream);
14: writeStream.on("finish”, () =) {
15: writeStream.close();
16: b
17: hE
18:
19: const hash = crypto.createHash('sha256');
20: const input = fs.createReadStream("./temp/samplel.js");
21:
22: let promise = new Promise ((resolve, reject) =) {
23: input.on('readable”, () =) {
24 const data = input.read();
25: if (data) { hash.update(data); }
26: else { resolve(); }
27: h
28: D
29:
30: await promise;
31: const fileHash = hash.digest('hex);
3
33: # R4d 30 Su F0T oY A
34: if (fileHash === codeHash) {
35: fs.readFile("./temp/sample.js", "utf8", function (err, buf) {
36: res.end(buf);
37: H
38: } else {
39: return res.send("IFU0| AAE|ASLICE")
40: }
41 h;
2}, EIX=E

® CWE-494: Download of Code Without Integrity Check, MITRE,
https://cwe.mitre.org/data/definitions/494.html

@ Top 25 Series — Download of Code Without Integrity Check, SANS,
https://www.sans.org/blog/top—25-series—-rank-20-download-of-code-without-integrity—check/
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OFHSIX| B2 IE GAl

1:  const express = require('express’);

2. const crypto = require(crypto’);

3:

4:  router.post("/vuln", (req, res) =) {

B const id = req.body.id;

6: const password = reg.body.password;

7.

8: const hashPassword = crypto.createHash("sha512").update(password).digest("base64");
9: const currentHashPassword = getUserPasswordFromDB(id);
10:
11: /] 213 A0 T2 H§H0] 10 BrEXQl 15 M=t Jts
12: if (hashPassword === currentHashPassword) {
13: return res.send("login success");
14: } else {
15: return res.send('login fail")
16: }
17: b;

y
22 ARBAH 291 A0 CHet SI+E Hotot XM S0 th3ote WS 20 =
OLMSH A Of|A|

1 const express = require('express’);

2: const crypto = require('crypto));

3:

4:  const LOGIN_TRY_LIMIT = 5;

[oH

6: router.post("/patched", (req, res) =) {

7: const id = req.body.id;

8: const password = req.body.password;

9 // 2391 47|15 7t8Re7|

10: const loginFailCount = getUserlLoginFailCount(id);

11:

12: // BEO9I Hmigls =02 Qlsf &FE AF st 215 M H|Gt

13: if (loginFailCount )= LOGIN_TRY_LIMIT) {

14: return res.send("account lock(too many failed)")

15: }

16:

| 4
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17:
18:
19:
20:
21:
22:
23
24
25:
26:
27:
28:

/] Al HEA| £EE MEdh= 20| ATotLt, FE9| SXRYE N5k ot A=t
const hashPassword = crypto.createHash("sha512").update(password).digest('base64");
const currentHashPassword = getUserPasswordFromDB(id);

if (hashPassword === currentHashPassword) {
deleteUserlLoginFailCount(id);
return res.send('login success");

} else {
updateUserlLoginFailCount(id);
return res.send('login fail")

}

b

2t Xtz

@® CWE-307: Improper Restriction of Excessive Authentication Attempts, MITRE,
https://cwe.mitre.org/data/definitions/307.html

@ Blocking Brute Force Attacks, OWASP,

https://owasp.org/www-community/controls/Blocking_Brute_Force_Attacks
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BE M 35 M 25 3+E Mol M g S& =US 0| o 35S HI0{oH0f

4) 7|12 70]2(Base Case)= M &= SHA| 211 Hreksh= YHES 2|0 Bt
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Ct. oA

g ZE OAQ factorial B= &4 WROM XS SE0tks g2 MAZS Y URs XS

Yolotd UK BOF AAH HOHE REUY 4+ UL

1:  function factorial(x) {
2 # MHE= BEXRS HHoIX| Lof = 5 of|lz] L
3: return x * factorial(x — 1);
4: 1
| 4
EX = = 30 M2t 1Y ZE MHS Stolff ZE2I0| Fot BH=E0| HWHX|X| LS Stot.

function factorial(x) {

# MHE A Mol & =718 HAISHOF STt
if (x===0)({

return;

else {

1

2

3

4

5 }
6

7 return x * factorial(x - 1);
8

9

2t &K=

@® CWE-674: Uncontrolled Recursion, MITRE,
https://cwe.mitre.org/data/definitions/674.html

@ CWE-835: Loop with Unreachable Exit Condition (Infinite Loop’), MITRE,
https://cwe.mitre.org/data/definitions/835.html

® InternalError: moo much recursion, MDN contributors
https://devdocs.io/javascript/errors/too_much_recursion
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HA4ZE EyEBsEl
5 HFAY

%ALY, ESEo X0t o2 FEO SQEEMAY WREEE §)7t 2o M, 2y

o212 M2/t
& 4 Qi HotorHo|T

- ReactJS v’ ExpressdS v

1. 25 HAIXI BYEESE [ vanitals

7t e

v

‘ bt 1w s
o)« B

b= 2F HAXIE Yot

0125t MHE T35t
HIAIK|

o H(O|E(0f CHer i

S8 DRI MYHY, NSK 5 B
39, AN of WIIR 00 4 UCL Ol Al 019l OIS0l FX

QIR0 MSot= 8%, S
(traceback)S Eot= 42, Z2IH WE XS €A OfAE & 7| W20IC.
AHE MSSHCt.

| =

M-

ExpressJSOAM= HTTP @7 FLEJt QFE XMalst7| I8t errorHandler OIS
Lt oSt IF7|H

LHOIA 0|2 &2 LS

£

2F HAXE HaoliTl MEXA RE
73 o] 4l O)2f FoE

HOZ X{elotl ALSXAOIAH AlAR LK

HAIXIE MSot== 2t

Express Zef|230Al= OIS0 YAL= Off2] HO[X| H
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Ct. FCOfA|
AMEX QS FYHOZ Mol 4 Si= E2 Ol HOIX|o| Tl & E= MHel g2t 52 =

Lot ol2f LIES M= frekold o &, LIRXMO= FolE 7|=0 [iet £|A5t0| YT Hhekslof

30
]

ror
o

1. const express = require('express);
2: const fs = require('fs");
3:
4:  router.get("/vuln’, (req, res) =) {
b const filePath = "./file/secret/password";
6: fs.readFile(filePath, (err, data) =) {
7: if (err) {
8: [/ MY LHEOA 25 o2 HIAXIE 02 AKX MY £ HE & A
9: return res.status(500).send(err);
10: } else {
11: return res.send(data);
12: }
130 D
14: });
| 4

ME LHEOIA Off 2 Al 2 §2E JHZE S2H0IAUEN MESHA| 1, XXX 7|=0| T2t HetE

HE0F 23L0[XTEN| HHBISHOF BHCY.

[

1: const express = require('express’);
2: const fs = require('fs");
3:
4:  router.get("/vuln’, (req, res) =) {
s const filePath = "./file/secret/password";
6: fs.readFile(filePath, (err, data) =) {
7: if (err) {
8: // o2l W8S J2 MYSIK| Lo HEHY X2
9: return res.status(500).send({ message: “ERE QLY });
10: } else {
11: return res.send(data);
12: }
13: )
14: });
| 4
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ExpressOilAl ME5H= errorHandler DISYE Yool 0|2 Ty FYE= 0|2 FoE A0 XA o=

HAIRIE LBEH M 2 .
OHMSH AE OfA|
1:  const express = require("express");
2. const app = express();
3:
4: [/ errorHandler O|S8I0l= THE app.use() % 2HRE HQ & 7H& OX|Lo| FlaHor 5iH,
5. // errorHandler OISNE HAESI0 Ol2{d O|2BO|XIE HrEke &~ AT
6:
7: app.use(clientErrorHandler);
8: app.use(errorHandler);
9:
10:  function clientErrorHandler (err, req, res, next) {
11: if (req.xhr) {
12: res.status(500).send({ error: 'Something failed!" });
13: } else {
14: next(err);
55 }
16: }
17:
18:  function errorHandler (err, req, res, next) {
19: if (err.name = "ValidError") {
20: res.status(400)
21: res.render('400error’, { error: err })
22: } else if (err.name = "AuthError") {
23: res.status(401)
24: res.render(401error, { error: err })
25: } else if (err.name = "ForbiddenError") {
26: res.status(403)
27: res.render('403error’, { error: err })
28: } else if (err.name = "DBError") {
29: res.status(500)
30: res.render('500error’, { error: err })
31: }
32: }
| 4

1M1
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g, HiXx=
® CWE-209: Generation of Error Message Containing Sensitive Information, MITRE

https://cwe.mitre.org/data/definitions/209.html

@ Improper Error Handling, OWASP,

https://owasp.org/www-community/Improper_Error_Handling

® Error, MDN contributors
https://devdocs.io/javascript/global_objects/error

@ Error Handling in Express, StronglLoop, IBM,
https://devdocs.io/express/guide/error-handling
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2. Qﬁg%} [H% -?—IH VanillaJS  v* ReactJS v’ ExpressJS v

L HIETED
o B

) SR ST E AT SR T

€ (12| W A EEA|S]E C0E] or WEHZEN

ORI WA 4 U= HES OGO, 023 QR0 e Y H2AS GHXI %S FL, BHKE

OF A A8 MUKt TSI 42 WEOE DEIM0| SHTE Y & Lk

WXl ZEE AilotH U= D20 X0 HIHZ Qo o=X| B2 SH2Z 0[0{X|= AL

LS

FE YXol=d ==0| ot

QFIL LAY £+ U= F20 WSH0 HMOE(try-catch)S ArEsH HESHA o2 X2

e
n

Ct. oA

Cte OH= try SS0AM EMeHE QRS E2li(catch)otl JUX|TH T 2F0| CHHA OFF ZXIZ 5HX|
t= ME2 HOELC) OFF ZX|7t gloeBz T2 70| Al A7 R0 HUXZt Q=6HK| 42 uisk

=
2
2 D2I0| SEE 4 U,

[0 &2

4
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—

2 © e 5 o o B @

const express = require(‘express));

const crypto = require(‘crypto");

const staticKeys = [
{ "key" : "a6823ecf34012b1cabca7889f4eabbb1", "iv' : "e79ce03b4563647a" },
{ "key" : "9e7¢30e899f296a1daca7d9a0f92e71c", "iv" : "ab39941053fb5f6a" }

router.post("/vuln”, (req, res) =) {
let statickKey = { "key" : "00000000000000000000000000000000", "iv" : "0000000000000000" };

const inputText = req.body.text;

const keyld = req.body.id;

try {
staticKey.key = staticKeys[keyld].key;
staticKey.iv = staticKeys[keyld].iv;
} catch (err) {
/] key B4 & @F dM A| 7|22 MPE A3} 7(2
// ‘0000000000000000° 2 ASSII} 4=

console.log(err);

const cipher = crypto.createCipheriv(aes—256-cbc’, statickKey.key, statickKey.iv);

const encryptedText = cipher.update(inputText, 'utf8', 'base64’) + cipher.final(base64’);

return res.send(encryptedText);

b

Olelee Zd Aloll Z272H0| JHEXIS| |=0f CI=H| SO BEES HEA| 62| X2| 725 F716H0F BiCt.
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1:  const express = require('express’);

2. const crypto = require(‘crypto”);

3:

4. const staticKeys = [

b { "key" : "a6823ecf34012b1cabca7889f4eabbb1", "iv" : "e€79ce03b4563647a" },
6: { "key" : "9e7¢30e899f296a1daca7d9a0f92e71c", "iv' : "ab39941053fb5f6a" }
7 15

8:

9: router.post("/vuln", (req, res) =) {

1M: %

12:

13: const inputText = req.body.text;
14. const keyld = req.body.id;

162

160 try {

17: staticKey.key = staticKeys[keyld].key;

18: staticKey.iv = staticKeys[keyld].iv;

19: } catch (err) {

20: [l 7] d8 5 @F 4l A HECZ ASs 7|1E MUSIES 4F
21: staticKey.key = crypto.randomBytes(16).toString('hex’);

22: staticKey.iv = crypto.randomBytes(8).toString(hex);

23: }

24:

25: const cipher = crypto.createCipheriv('aes—256-cbc’, statickKey.key, statickKey.iv);

26: const encryptedText = cipher.update(inputText, 'utf8', 'base64’) + cipher.final('base64’);
27:

28: return res.send(encryptedText);

29: s

10: let statickkey = { "key" : "00000000000000000000000000000000", "iv" : "0000000000000000"

2}, EIX=E
@® CWE-390: Detection of Error Condition Without Action, MITRE,
https://cwe.mitre.org/data/definitions/390.html

® The JavaScript Guide®
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf

5) 3 Xt2& Creative Commons Attribution Share Alike 4.0 International XM2tES M2, MR H2 FAE= S0t 25

https://github.com/Checkmarx/JS-SCP/blob/master/LICENSE

i
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3. -?—E!xa'la._l' 0"2] X‘lEI VanillaJS v/ ReactJS v’ ExpressdS v
7L e

D=0 23 S0 &0 2t 0 Cier MAEot X2| Ee= 02 J&of et ZHS XHEotA At oFX|
%S 42, WX %2 ZNHE OPIE & ULt
Lt. ebMst 2E7|H

S WEGts RE S40| ZIYS FAIGIOF SICh ZTZ0| HUKTE AA=YE FOUX| HAISHL, 02
XMeE MEots R0 ZEflet o2 X2l i FHHR o2l XM2E Al
Ct. IO

O CiMl= CHfeh Ole7h eile & ASUHE S7otl LS M2 M2 ofdgo TE MEst
X7t 2MHeH AHHE 20 =L

1:  const express = require(‘'express’);

2:

3. router.post("/vuln”, (req, res) =) {

4: const password = reg.body.password;
b: const user = {

6: user: "user",

7 password: password,

8: |5

9: function getUser() {

10: return new Promise((resolve, reject) =) {
11: resolve(user);

12: D

13: 1

14: function getUserPassword(user) {

{lsF return new Promise((resolve, reject) =) {
16: if (user.password === undefined) {
17: reject(new Error("login fail"));

18: I else {

19: resolve(user);

20: 1

21: b

22: }

23:

24
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25: function checkPassword(user) {
26: return new Promise((resolve, reject) =) {
27: if (user.password == "abc") {
28: resolve(user);
29: } else {
30: reject(new Error(login fail"));
31: }
32: D
3 }
34: return getUser()
B .then(getUserPassword)
36: .then(checkPassword)
37: .then((result) =) res.send(result))
38: .catch((err) =) {
39 [/l N2 OE 02 MehE 526t o2 HAXTH &2
40: res.send(err.message);
41: b;
42: D
| 4
22 Y 7tset G2IE MEstet & o|afaol M2t Mefet 2| HAIE 20 =L
ol o e L=V DN

1:  const express = require(express’);

2:

3. router.post(‘/patched", (req, res) =) {

4: const password = reg.body.password;

55 const user = {

6: user: "user”,

7: password: password,

8: |5

9: function getUser() {

10: return new Promise((resolve, reject) =) {

11: resolve(user);

12: D

13: }

14: function getUserPassword(user) {

5 return new Promise((resolve, reject) =) {

16: if (user.password === undefined) {

17: reject(new Error("password required"));

18: }

19: resolve(user);

20: b;

21: }

| 4
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22: function checkPassword(user) {

23: return new Promise((resolve, reject) =) {
24 if (user.password == "abc") {

25: resolve(user);

26: } else {

27: reject(new Error("wrong password"));
28: }

29: b

30: }

31: return getUser()

32: .then(getUserPassword)

33: .then(checkPassword)

34: .then((result) =) res.send(result))

35: .catch((err) =) {

36: // 02 M0 = X2 Zua HAXIE 230 7IS(UHE &4 logZt AT 7HY)
37: log(err.messsage);

38: // E20[HE0E o2 L4y oot MY
39: res.send(‘login failed’);

40: D

41: )

2. AR

@® CWE-754: Improper Check for Unusual or Exceptional Conditions, MITRE,
https://cwe.mitre.org/data/definitions/754.html

@ The JavaScript Guide
https://github.com/Checkmarx/JS-SCP/blob/master/dist/js—webapp-scp.pdf
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PART HI2& AIROIZE JHOIE | M5
H5E pri=tet-
Eiel Hiet @2 X(HZZ] S)2 FAHES Hiet Sit 20| JHUXPIL He & U= T QEE Qls /Y
L= HQofHO|CY.
VanillaJS v'  React)S v/ ExpressdS v/

1. Null Pointer ¥&tX
7 R
ﬂ?ﬂ:!:‘ﬂlﬂ'! g Mull2 = ¥
b ra|
E¢S)

T xR Ml ESFEIR ST A R e

4
A
S HET 220 249 YR
9 HZOIE(Null Pointer) Y&xs 'A8tMoZ 77 ZHX|7} E(Null)0o| 2 £ SICH2tD ol 7S Qursie
M LMSICH SAXZL QEXMOZ d HOIE HHXE UMAI|= 42, 34Xts 1 ZUZE UMSH= 02
MEE 0|8 £5 34 A= 2828 4+ UL

O4=Ct AHIAIZEN A= Null A7 AtE
H4= undefinedZ, null ZHXE null 22 7HIX0 ‘Mo|gX| o4L2'1t 9le'e

HHIAIZEO|M= Null pointer dereference?}t &Ai5HX|

SR ron HOIEX| g2
ore AZHO|

CI27 Mg,
Lt Qrust 37|H
B40] 248 HAE Tf undefined B} null AEIS RSN H2ISHK| QOB JITHSHK S
LIZ 4 Ik undefined T nullo] 2 4 QU= BIOJEIS FX51| Hofl 1S BIOJES] 32 MEt5| HAIIOH
NAY 022 2 4 A
Ch. IO
RHIASYENAME ZOIES ALSSHRIS UXITH GIOJEIO T3t TS ZAE 2SRl %2 2 Nul
% AE 922 #E 4 ULk

pointer?t SALSt None
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OFHSIX| B2 IE GAl

const express = require('express);

1

2

3:  router.get("/vuln’, (req, res) =) {

4: const id = reqg.query.id;

5 /] NERIZL id S MYSHA| U2 Z(undefined) Ol LAY
6 return res.send('length = " + id.length);

7

b

ror
il

1: const express = require('express’);

2

3: router.get('/patched’, (req, res) =) {

4: const id = req.query.id;

b: if (id === undefined) {

6: // id %0l MEEHX| 2 F2 MEXA 27st= o2l ZE &7t
7: return res.send("id is required");

8: } else {

9: return res.send("length = " + id.length);
10: }

11:

2t HIXz
@® CWE-476: NULL Pointer Dereference, MITRE,
https://cwe.mitre.org/data/definitions/476.html

@ Null Dereference, OWASP,
https://owasp.org/www-community/vulnerabilities/Null_Dereference

@ undefined, MDN contributors,
https://devdocs.io/javascript/global_objects/undefined

@ Properties of variables with "null" or "undefined" values should not be accessed, Sona Rules,
https://rules.sonarsource.com/javascript/RSPEC-2259
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PART HI2& AFONIZE J0I=

| HISZ

IERT

2. RHADE THAE OHMl [ venilads v Reactss
7t L
[y i ]
* R, . % :J"-‘., o s
| o | . —
B8

<I>

—
Z2IMB

v ExpressJS v

o2

AlsH

Eol

variable ¢

20

24

2HerstA| Zots &

D27 Xte, o2 M E U= I AMHIKOpen File Descriptor),
27(Socket) S2 Foret AH20|Ct. 0|2(3F XtS S LOF ALZS
XHs| Htetolor Sh=bl, Z2I# F L= 022 AZ0| Bt XS
g+ AT
Lt. orFst ZE71Y
AHES 2Sot0] A8t HZ0= BIEA| XS oM = ghekettt
C. ZE0|X|
OE2 try 7& Wel 2= 4 F F7 dYe 32,

A2 close() HACSTF AMBE|X| Q0L AlR

I3 AUIN ASE Hist
S $0I= Hofgls A

8! HI22|(Heap Memory),

S ORXIT ©f OfA ALBSH| Bt A=

0| EXM7F LY

of A0

121



| Javascript AIR0ZE JH0IE

1: const express = require(express’);
2: const fs = require('fs’);
3
4:  router.get("/vuln’, (req, res) =) {
5" const configPath = './config.cfg';
6: let fid = null;
7 let fdata = null;
8:
9ty {
10: fid = fs.openSync(configPath, 'r);
11: fdata = fs.readFileSync(fid, 'utf8’):;
12: /] o2 L A5 71 RF6H| %2 MY OAFZEZE MY 97| A=
13: fdata = fs.readFileSync(100', 'utf8));
14:
15: /[ try oA SZE X-20| HigHclose)=|7] Fof| 0|27t LAy5tH
16: /] SYE KO AARO] HIZ HIS=X| 25
17: fs.close(fid, err =) {
18: if (err) {
19: console.log(error occured while flle closing’);
20: } else {
21: console.log(‘file closed');
22: }
23: hE
24: } catch (e) {
25: console.log(error occured!' ;| e);
26: }
27: return res.send(fdata);
28 )
| 4

09l AIEI0| SABI0] B47F SR [, 02I0] WA Of5ot ATI0] B MBEL finally ZR0IN Y

S ©HaksHoF BT

[

J
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1 const express = require('express’);

2. const fs = require('fs’);

3:

4:  router.get('/patched’, (req, res) =) {

b: const configPath = './5_code_error/40_improper_resource_shutdown/config.cfg’;
6: let fid = null;

VE let fdata = null;

8:

9: try {

10: fid = fs.openSync(configPath, 'r);

11: fdata = fs.readFileSync(fid, 'utf8’);

12: fdata = fs.readFileSync(100, 'utf8');

13

14: } catch (e) {

15: console.log(error occured!' | e);

16:

17: /] try HOIN ZE K2 finally HOlA AARIY =S 5{OF &
18: } finally {

19: fs.close(fid, err =) {
20: if (err) {
21: console.log(error occured while flle closing’);
22: } else {
23: console.log(‘file closed');
24: }
25: hE
26: }
27: return res.send(fdata);
28: b

| 4

2t Xtz

® CWE-404: Improper Resource Shutdown or Release, MITRE,
https://cwe.mitre.org/data/definitions/404.html

@ Unreleased Resource, OWASP,
https://owasp.org/www-community/vulnerabilities/Unreleased_Resource
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HOIOIE E= TS S50 WEalohL 22X ASEQ2M Hish= HotopHoz FHIE,
ust 2H 50| wyE & Ut
1. él%&l k"ﬁ()" QI?_I‘ E"OIEI IO-IE _Il__é VanillaJS - ReactJS - ExpressJS v
7.

@ = : & .i .
Shre soved oaio
4

LIS AYE SHNME MZE(Singleton) ZAH 0| AMZEH(Race Condition)0| A

o=
[2tM, CHE AZE 8H

[EE S |

OlA CIOIHE Swotk| =5 oljoF Sttt

HEE HES M3dts E2, Ha Hel(Scope)dil FIE 7I20{0F 3iTt. 55| UE A3 E &
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PART HMI2& AFOIZE JI0IE | HI6E H=s}

Ct. IC=O)H|

MH 2tRE IZENM MY HEZ Folot s SECE AEE 3R M= CHE Ml 2t CIOIE7} SFE0

o|T5A| et BIO[E} Mt 4 Ut

11 let instance;

2

3: class UserSingleton {

4 constructor() {

B this.userName = 'testUser’;

6 if (instance) {

7 return instance;

8 1

9k instance = this;
10: }
11: getUserProfile() {
12: return this.userName;
13: }
14: %
55
16:  router.get("/vuln", (req, res) =) {
17: const user = new UserSingleton();
18: const profile = user.getUserProfile();
19: [l M2 T2 HE0IN SREE UE M8chs 29 OE Mo 28t Hlo[H7I &2 & AS
20: return res.send(profile);
210 )

| 4

SRt SAlE By J2E WEHO| Ofd 28t S2HA QoM MASHH MM 210l SFEX| R=F SfCh

=

125



| Javascript AIR0ZE JH0IE

il ad (<))
1. class User {

2: constructor() {

3: this.userName = 'testUser’;

4: }

5: getUserProfile() {

6: return this.userName;

75 }

8 L

9:

10:  router.get("/patched”, (req, res) =) {

11: const user = new User();

12: const profile = user.getUserProfile();

13: [l A2 T2 MMM SREX| = S2A HOE At8el QPHE
14: return res.send(profile);

150 B

2t Xtz

(® CWE-488: Exposure of Data Element to Wrong Session, MITRE,
https://cwe.mitre.org/data/definitions/488.html

@ CWE-543: Use of Singleton Pattern Without Synchronization in a Multithreaded Context, MITRE,
https://cwe.mitre.org/data/definitions/543.html
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2. I'“}IEIII (L)U" 8 l:“:H:l ﬂl: VanillaJS  v* ReactJS v’ ExpressdS v

7. e
ClbiZ SH02 MYUE TTE JHWo| AZEB NAaHOF SiCt. T TEE 9% SO DIzet M E=
O|T5HR| g2 AIAH HOIZ Ol0fXl= HEE HIT US 4 UM U CHI TSI AT 2 HE

=2 A
M= T M
B2, SAAL ME IHEE RelotAL ootk 2 2 L& A7 FYY & AL

7|2XO=2, XHIAIZEWAE console.log &= console.error &5 At0l CIHI HIAXIE ST
et 22 S0 CIHZAROZ X5t AEE QH2I0|E(override) ol OHSEF|0|M SEH Al 2& 27 &3
E|X| H=E STt St 7|EXMOZ Express)Se= LMl BE7) HIZHMSE 2 MEIUA SEBHH, A 725 Al

‘DEBUG=" prefix 282 otX| g= o AW CHZ HAIXl= S0tA]| R=L0

ADEQ0 HE ™ HIEA| O IEE Q1 H AHSCE. ZE OCIE{0IM console.log =

console.errors ZF AH|SH7LE, MHIA HHE ZEOAZL console.log7t SAGHA| $E=2 MAsH 4 QT

-

Ct. Z=OfH|

7h ReactJS 0|

WOl Bt T B M STQSH O] =S I5F AR|GHOF ofH, 7HIXC| 4= QIS OjAK| 27

fim]
olo
o
-0
o
o
o
1o
my!
ro
kU
[
il
Nl

Tt 27t BUEX YTE ST

// OHEZAH0lM X! FE9I Index.jsOf T2 Z=E F7f6HH

// ZE Wol| MRFEX 42 2E console.log ZEZ Qlol OFFH WEE EHHX| 43

if (process.env.NODE_ENV === ‘production’ && typeof window == ‘undefined’) {
console.log = () =) {};

}

o S @R 2
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L}) ExpressJS Of|X|

OREZHRIZ, HEO0| B ZE HHE ™ oW1 I=8 25 AX[6HOF ofH, HEAS| H2 Qlot

|r| I1HII
r°l'

Jts 227t EEX| 2SIt

1

OlA&K 21 tSS 2o Ofehet 22 2

// AHl T FEQI index.js WO MH 78 £&20| L2 IE F7}
app.listen(80, () =) {
if (Iprocess.env.DEBUG) {
console.log = function(){}
}
b

e S WY =

2t Xtz

(® CWE-489: Active Debug Code, MITRE,
https://cwe.mitre.org/data/definitions/489.html

@ Debugging Express,
https://expressjs.com/en/guide/debugging.html|

@ Production best practices: performance and reliability,
https://expressjs.com/en/advanced/best—practice-performance.html
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3. PUD"C [HliEE'?‘EI P_*%I'E PI’I\IatB HH% VanillaJS v ReactJS v ExpressJS v

7k M8

i cloiE| HE

Provorte arrmy

"’r’
M T (111

h-‘u_.a-"

[ o ]

AHIAIEEE ES HEUEZ 2HAS Holoks LHO =54 Xt0|7F UL}, ES6 O|TMl= Z2ZEERUS

oA F2AohM AL, ES6FE A 20| YAL=2 TYL0 Hit Feieh #30| 7tsoiR

x7| AL Z2P private £HS X|YSHX| LvUQH, AHATO DZ|LA() TE HHANS AN
private £88 XLt S0 ‘# 7|85 Z2|HUAZ At25H private SHE HOI& £ UA &[UCE. public
oz MAE HAZOM HiES grerolH, oiE HiEQ &E X7t /0| SHE0 R0 viE +Fat

M| &4 HFO0| 7+SOHTICt. 0]2(8 £42 HYERDt OtL2t A THsSHmutable) B= 2RO HFEC.

H
ZH

ublicQ2 MOEl HAEZ HHSI5HX| QT E S}, private HIZO| CHSH EALES

pu
HI2toI-E St Q| A0 CHSHA= Object.assign

aret n() HAES Sdl SAHE #4AE NHYSIESE ShM
private M21E BIE1 MK 400 Cfet OI=X| 42 TS LA,
Ct. ZEOA|

L2 OIXI= private H+E 4401 0|F Htekoh= public HAES AEsk= GIAIE 20 =Lt 0] B2
QRN A LM 54N U= private BIE 0 B2 = U= SHIFHO| LdsHCt,
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1: class UserObj {
2: #privArray = [];
Ck
4: // private HIZS Z|E5k= public HAEE At2otes 4L FY
b: get_private_member = () =) {
6: return this.#privArray;
7 }
8: 1}
4
Of2f M= LIS 9] HiHO| M2 FEE= WS OHol| flo M=2 NS 4610 kS Hratetd QUL
Qs FE OflA|
1: class UserObj {
2: #privArray = [];
&
4: // private BIEES Hteiok= Z2 SAEES AISd] A2 LR
5: // HE0| M2 HEEHX| UEZ o{0F &
6: get_private_member = () =) {
7: const copied = Object.assign([l, this.#privArray);
8: return copied;
9: }
10: '}
| 4
2. &A=

@® CWE-495: Private Data Structure Returned From A Public Method, MITRE,
https://cwe.mitre.org/data/definitions/495.html

@ Do not return references to private mutable class members, CERT,
https://wiki.sei.cmu.edu/confluence/display/java/OBJ05-J.+Do+not+return+references+to+private+mutable

+classtmembers

@ Private class fields, MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Classes/Private_class_fields
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A. anate HH%()" PUDlIC HIOIEI GEHCZ; VanillaJS  v* ReactdS v ExpressdS v

7L M8

Frivate arrory
'

A CHOTED Wy T'

public@E MO1El HAE0] QIX7} private® MOIE M0 MAEIH private HHS QIR0IM T25t0]

HHE 8 A £ HBO0| THSHHEICE

publicQ= MAUE HAES| QXS private= ME HIEM| M| == STt ALEAZ TES 222

oAl OF i, WRF B HEQ QIARA

’ [

rE

>
Hu

2
1o
ol
N
I
1o
|.|'|
ror

CHS Of|Fl= private HIES MASID 2I2ZS WUSH= public HIAES AIRSH= OIAIE 20 Lt 0] B

=]
8 HE B T2t AR0M private HIES BHEY 4 U= SHE HEstL RUACH

class UserObj {
#privArray = [];

// private HIEO| 25 ZfS HIZ OiRSH= public HAES AFESH=E 32 FHOF
set_private_member = (input_list) =) {
this.#privArray = input_list;
}
}

© @ = O s Wy =
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LS public HIMEQ| QIXIE privateZt OF public HHIEM XNZEok= QMG HAIS HO| =Lt

class UserObj2 {
#privArray = [];

/] NEX7t MY 42 private?t Ot public HHEE K&
set_private_member = (input_list) =) {
this.userlnput = input_list;
}
}

@DF@@ RN =

2t Xtz

® CWE-496: Public Data Assigned to Private Array-Typed Field, MITRE,
https://cwe.mitre.org/data/definitions/496.html

® Object.assign(), MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Global_Objects/Object/assign

@ Private class fields, MDN web docs,
https://developer.mozilla.org/ko/docs/Web/JavaScript/Reference/Classes/Private_class_fields
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N E~§ APl 28

O[E| AIZO| HoHs HHOR APIZ MSBIZLY, EOI0] FOF5t APIZ AS5I0 2AE 4 QI

1. DNS IOOKUDOII gléﬂ' Ep_laa:l A VanillaJS - ReactJS - ExpressS v/

Vi 1]

(-2 RO T
Gocket Dps ts FLIE1]

wivewd, bonk kr

W W08 e ,
Raat B3

HHE S p=192.188,11

EBED AiP=192 IAE 1]

€3 Twwew bark kr'?
A ke DNES
0 viv s

O weera bank ke ? " Y G bari ke

—_— L
— L -+
@ B A <bonk.ir DNS» ﬁ

Gt =P =T0UNE 1D, 10

T I ¥ G www bank. kor? > =

A:P-10,1010,00

[
> bearhi_kr DS
R =4 = T il Ul

T2X} DNS AEIS £ 4 YO0 THOIZN| OE5HA HOIZH(OIS U 2 SHl 5)S 5H| 20/of
BITE. Brof, 22 DNS ABIQ| JHAI7H B2XI0 Oloh SHE MHORIM, AIBXISH SF A 1ol HEYT
x5t A QICE

XIS ZROIES B A UK 3% BHXP OIX| S SHRI) 43 A0 AR PHEE 4

Ezfmo| 54 == . ot 54

HOMAMOIM THOIHS 0|28t DNS lookupS otX| L2 SiCt
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Ct. IC=O)H|
ChE9l dixl= EHeldE Sl sig 23

k=2
=
AEGHM 27 Of2{et Hot BYS 38 £+ Tt

1:  const express = require('express’);
2: const dns = require("dns");
3
4:  router.get("/vuln’, (req, res) =) {
&° let trusted = false;
6:
7: const trustedHost = "www.google.com”;
8: const hostName = req.query.host;
9:
10: /] BZX0| Qs Hat= M DNS7F HEE 4 ooz
11: // S| g
12: if (hostName === trustedHost) {
13 trusted = true;
14: }
15: return res.send({trusted});
16: s
| 4
EMQIBES 0|&¢t HIWE otX| LA IP FAE 2 HIWSIER Mo ZEE QMo TS = UL
QHMSH FE OfA|
1: const express = require('express’);
2: const dns = require("dns");
&
4:  router.get('/patched’, async (req, res) =) {
&5 let trusted = false;
6:
7 const trustedHost = "142.250.207.100";
8: /] X MHQ IP FAZ H|WS0| DNS #HE0 S
9:
| 4
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10: async function dnsLookup() {
11: return new Promise((resolve, reject) =) {
12: dns.lookup(req.query.host, 4, (err, address, family) =) {
13: if (err) reject(err);
14: resolve(address);
15t )
16: )
17: }
18:
19: const hostName = await dnsLookup();
20:
21: if (hostName === trustedHost) {
22: trusted = true;
23: }
24 return res.send({trusted});
25:
2f. #iAt=

@® CWE-350: Reliance on Reverse DNS Resolution for a Security—Critical Action, MITRE,

https://cwe.mitre.org/data/definitions/350.html
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2 E1||H-1IJ| LchoJ_ = CHZS /St TEE HM7SHK| 220t QIZHEIX] 42 AEXIA SLEEIL & 7ts6t HotefN
i e —
3 Public HIMEZRE  PublicCZ MAHE HAZO|A Private2 MU= HIES Bt8Hreturn)dtH Private HIE2| FA
BISHE Private HIE 40| R0 ==%|0| Y Private HIEAUS 2AR0AM +=H 7t HOtofH
4 Private HiZ0|| Public Public@Z M=l H|0|E e HIAZQ| QXL Private2 MAE H{HEO| XA EH Private Hi

HOIH & = RMAM FIol0 =¥ kst 2oy

1. APl 28

Bz HOor 23

=0
HQIH SI(DNS lookup)2 2 HOIHAKS 4345t [T

1 DNS lookup0ff 2/ZESt = = i oto|Mo= HAE DNS HEZ 07|
HOLZY ore HOIQH0| LEE= HOIMK
2 Fofst APl ME Fofet S ABaHA O71X| B2 2AAY =EEE 2
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PART HI3E EE

WrEsy 20142

® Developer Economics State of the Developer Nation, 20th Edition
developernation.netOflA] 04 16574= 30,000 O|AfQ] JHLUXISS [HACE MIXALE 50| MiZot

CAIEQ0, AR 2 VRS LISt 20| M

HAIE, S2ARE, MU 0T, AH|XH MR HE, H|C|

® AES(Advanced Encryption Standard)

0= 2 BZEC= X|YE S5 Y& YAO= 0|79 DESE UMSHH, 0= E&E 7I& ¢4 (NIST)7t 59
ofdl MEX2|EE(FIPS 197)CF WHSINCY.

FE2 71X 20019 1€ 2620
@ DES 211218
DES(Data Encryption Standard)&= 2453} 7|12t 253517(7 22 27| USZ 64H|EQ| ASSHI|E ALESICE

MaBZ(Brute Force)SA0 F|ofaiCt
® HMAC(Hash-based Message Authentication Code)
215 FE, MD5, SHA-1 &S HI=XQl A28} i 7IsS HIT SE7I1% &H MEstH, MAds
15 L1E|F0|Ct

ol Z18F MIAIX| Q1F ZE,
HZASH= 20| E7IS0l=2 St 7| 7|Hio] HAXK] @
@ HTTPS(Hypertext Transfer Protocol over Secure Socket Layer)

WWW(RIE QOIS ) S41 ZRESQI HTTP| Boto] Zakel BFo|Ct

@ LDAP(Lightweight Directory Access Protocol)
TCP/IP 20N CJMEE] MHIAS X3l5t +Yoh= 88 Z2EEO0|C.
® SHA(Secure Hash Algorithm)
Sl r2ES| YZEOZ MD52| FFME LAt AFESIT SHA, SHA-1, SHA-2(SHA-224, SHA-256, SHA-384,
SHA'512) 59| Cf¥st HFO| ol, ¢4s TZEZQI TLS, SSL, PGP, SSH, IPSec S0 A=Y,
® umask
Oofy = CHE2(Q Hots AFohr| flgh BEo|T
@ JH2l3I(Private Key)
2 A-=SSE floll HIE HAIXIE w8tk FAKIZ0| 21 U= 7(0|Ct.

[

SH71 7122 ZR0A 7HRI7 |

7120l sl MISEl= 7122 A, 0] S/H7|2RE WEE HQ17|9f S ZE0, AKX & HAt

@ SIH3I(Public Key)
M7= XEE A5 SE= 7IUCEN,
Ct. S7H712 A8st= AARIS S717| 7|852Z(Public Key Infrastructure

-ES5I0f| SUHOE AEEH = U

o= T

MEQ &=
PKI2t St
@ B=Z=3|(directory traversal)
HUZE Fx YA/ 8)2 018dl TE CiEEZ|Ql SQMAN FIohke SAYHCE F2 FHO2E i,
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® S& SQL(Dynamic SQL)
D2IMo| X40f M2} SQLEO| HEA MMEE= 22, T2 M3 Ao T #HZI20| 2t4E0] DB 2Fst=
SQL=

mjo

Ll

@ =% I2I(Dynamic Query)
ZO|Lt HIOIEES HHY SOL #H2IE HAIRE d-dal DBO| HEGI X2|sks YAIO|Ct
@ AZEQ0] JHEEO
ATEQ0] JHLIPYOIM WYX M=, =2|X 2F S22 Qo AZEQ 00| HIHE HOHFHME X|A55h= §HH,
Q EQIE istr| fig 23 9 IFYS QOIS S22 Q0|0 ATE
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® AIEQ(H HOtofA
ADEQ0 23, 2F SCE ol & MOHIBAS YUY 7540 Uz EMEQ! HOMFHAMS U,
@ &=E IHE(Singleton Pattern)
StLtel =2 LHOA St QUAEATES MAGHOFAH G= IEO|Ct. Connection Pool, Thread Poolit 20| Pool

SEIR BIE SHA P2 DRI LM B SIS QABIER B30} s YRS Wit

@ B 32|(Static Query)
S H|et Fa| T2 AATC0 0/0] H2Z0| HdE HElE 1HE0] UCH

FOIE EUIM 2FE Z0[9| QAHSE WSt SL7|-OIH, HEE 22 G2l 012t2 St MD5, SHA, SHAT,
SHA-256 52| E112|50] RACY.

@ SI0IE 2IAE(White List)

SH2AEBlack List)2| HILHE2Z ME[E 4 U= AOIEL} IPFA FFS LoIC,

3

@ II&(Parsing)
O EAIES 20| U= token(012] 249 HY)QZ Folictl JIXNEE 0IFUT Parse treeS Tt== IPHOICE. OfH
o5

g2 Mo 28N TS oMol RIS el

Ao me

@ IItM(Parser)
Ziml®y(compiler)2| LEZ AMAUZLL QIE{T2|E{(Interpreter)OiA] ®IA| Z2IMS 210 S0 1 X9 LEXE 0}
=

W= parsing(@E 2A)S siots T2 JUS WsIC}

@ XML(eXtensible Markup Language)
W3COHIM JHUERACH, THE S48t XS 2= 013y Y

= 2 Dis| ARREICE QIE{LI0) ST AIAHTIZ] HOEIS
A FDWS 4 0| HTMLY SIS 3= SHOR BISOIXC
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® DTD(Document Type Definition)
EXM EI Ho(DTD)= XML A9 X I Y 2AMoIAM At

o=

1+
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J

® 37 J| IS M(Public Key Certificate)
3719 ARHE BYot=0 AHBEE MA 2MOICt 7|0ItHet HE, ARXIO| A0f CHet FH, &
MEO| ZEE|O QLY.

® £E(salt)
&
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