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https://asec.ahnlab.com/en/57736
https://asec.ahnlab.com/ko/50134
https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=SecurityAdvice_main&nttId=88018
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https://www.sentinelone.com/blog/smoothoperator-ongoing-campaign-trojanizes-3cx-software-in-software-supply-chain-attack
https://news.sophos.com/en-us/2023/03/29/3cx-dll-sideloading-attack/
https://www.3cx.com/blog/news/desktopapp-security-alert/
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/smooth-operator/NCSC_MAR-Smooth-Operator.pdf
https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/smooth-operator/NCSC_MAR-Smooth-Operator.pdf
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https://www.welivesecurity.com/2023/04/20/linux-malware-strengthens-links-lazarus-3cx-supply-chain-attack/
https://news.sophos.com/en-us/2023/03/29/3cx-dll-sideloading-attack/
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https://www.ncsc.gov.uk/static-assets/documents/malware-analysis-reports/smooth-operator/NCSC_MAR-Smooth-Operator.pdf
https://www.ncsc.gov.uk/news/3cx-desktopapp-security-issue
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https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services
https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/enterprise-authentication-policy
https://www.ncsc.go.kr:4018/main/cop/bbs/selectBoardArticle.do?bbsId=EducationData_main&nttId=13738
https://www.ncsc.gov.uk/files/Assess-supply-chain-cyber-security.pdf
https://www.ncsc.gov.uk/collection/supply-chain-security/principles-supply-chain-security
https://media.defense.gov/2023/Nov/09/2003338086/-1/-1/0/SECURING%20THE%20SOFTWARE%20SUPPLY%20CHAIN%20RECOMMENDED%20PRACTICES%20FOR%20SOFTWARE%20BILL%20OF%20MATERIALS%20CONSUMPTION.PDF
https://media.defense.gov/2023/Nov/09/2003338086/-1/-1/0/SECURING%20THE%20SOFTWARE%20SUPPLY%20CHAIN%20RECOMMENDED%20PRACTICES%20FOR%20SOFTWARE%20BILL%20OF%20MATERIALS%20CONSUMPTION.PDF
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https://csrc.nist.gov/projects/cyber-supply-chain-risk-management#:~:text=The%20NIST%20Cybersecurity%20Supply%20Chain,cybersecurity%2C%20whether%20intentional%20or%20unintentional.
https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
https://www.nis.go.kr
https://report.ncsc.gov.uk
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