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o Ciit MOl DB AX|, 2/H[O|X]| #Z = 2%t DB Dump IS AFRA|Q a1

off 374
o 2023 2 14
o WebLogic ¥|2tH S 288l A Diit, Efit, Fit SH0|X| A& = YH|0|X| HE
o 20234 2 18¢

o At LWREAIZE 71 E = AKX ZHO[X[0f SIHEHAIEE 22,0000F)
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120l SQL InjectionO|Lt 2| 20f| ==& AFEHEEE AESHM HFMNM YEFENK| A
282 1714S N2[sta! WeblLogic #|EE AEAUCH, LHE A-dA 2 &10[ EHO[X| M0t
ALt

HH|O|X| HZ=2 &

O[X[E WHMBIRA, Co| B2 mle! Ho|X[et Faret Z=20 & H0|X|E Y= =oAL,
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ARX[Y2 HAIO|EE ML= FAH AMS AWM SHUMSS MEJH
5| QIEUOME A HEE S~ U= N
 sqlmap(https://sqlmap.org) A2

sqimap2 SQL Injcetion 22 EfX|t0] HIO|E{HI0|A M A IHHS XHESIst QF AA A
EE|AE SR 2AX} =2 o),

5.28 . *** *** . . [20/Jan/2023:03:09:43 0900] "GET /download.php?type=board&no=5329&idx=0&Ik
tv=1215 AND 1=1 UNION ALL SELECT 1,NULL, '<script>alert("XSS")</script>',6table_name FROM info
rmation_schema.tables WHERE 2>1--/**/; EXEC xp_cmdshell('cat ../../../etc/passwd')# HTTP/1.

1" 200 10058606 "-" "sqlmap/1.7#pip (https://sqlmap.org)"

5.28 . *** *** . . [20/Jan/2023:03:11:04 0900] "GET /download.php?type=board&no=5329&idx=0 HT
TP/1.1" 200 10058606 "-" "sqlmap/1.7#pip (https://sqlmap.org)"

5.28 . *** *** . . [20/Jan/2023:03:12:29 0900] "GET /download.php?type=9484&n0=5329&idx=0 HTT
P/1.1"200 166 "-" "sqlmap/1.7#pip (https://sqlmap.org)"

5.28 . *** ***x . . [20/Jan/2023:03:12:30 0900] "GET /download.php?type=board)(..,"'(), "&no=532
9&idx=0 HTTP/1.1" 200 166 "-" "sqlmap/1.7#pip (https://sqlmap.org)"

« Nuclei(https:/github.com/projectdiscovery/nuclei) A+&

Nuclei= yaml TemplateS 7|PtQ = Z4 it ATHE QI ALESH= #4H Ed =42 SF0
ot ZE|RAULL.
8.213.*** *** _ . [20/Jan/2023:20:56:44 +0900] "POST /clients/editclient.php?action=update&i
d=2KaUszFpjGzjXvdC01V8SaRwz2K HTTP/1.1" 404 220
8.213.*** *** _ . [20/Jan/2023:20:56:44 +0900] "GET /logos_clients/1.php HTTP/1.1" 404 217
8.213.*** *** _ . [20/Jan/2023:21:08:53 +0900] "GET /sftp.json HTTP/1.1" 404 207
8.213.*** *** . . [20/Jan/2023:21:08:53 +0900] "GET /.config/sftp.json HTTP/1.1" 404 215
8.213.*** *** _ . [20/Jan/2023:21:08:53 +0900] "GET /.vscode/sftp.json HTTP/1.1" 200 352

oH

o NucleiZ 0|88 A| AZHE .yaml Y AQ| Template2 AFEE 4= U2, O|H
(sftp.json EM)0f|= o2l Template2 AtESH Ao 2 FHEICE,

= Nuclei Templates(geekniklabs): https://github.com/geeknik/the-nuclei-
templates/blob/main/vscode-sftp.yaml

AKX 2 2|20l SHE & AO|EE FESIH, F{ofot B 3 WAS(Web Application Server) #
AH S AZSIAULCL AFRX|A0| 483t F|AX 2 otaiet ZCt

A. SQL Injection

SQL Injection2 0| Lzl FAEHo =, ¢S Sdll SQL HHOE MESH= FIYHO|CH S| B
2 HAO|EEO0| HQtEX| g10] 71X &0, SQL Injection2 &2 £=THOZ GHO| A EICH AFRX|QJE

SQL Injection SAZS SoliA DBOf| KT &[0 U= & 22Xt AFHE 3o dSstAL

No AFRX| 20| A% SQL Injection T2(EX: Y21) g

AR K| (BEIAE) B2 D8 HoAMD X St BN


https://sqlmap.org/
https://github.com/projectdiscovery/nuclei
https://github.com/geeknik/the-nuclei-templates/blob/main/vscode-sftp.yaml

ux
oz

No AMX|20| AF2$t SQL Injection F2(EA: ©I21)

AND ORD(MID((SELECT IFNULL(CAST(table_name AS
1 NCHAR),0x20) FROM INFORMATION_SCHEMA.TABLES Table O
WHERE table_schema=*** LIMIT 0,1),1,1))>64&idx=0

ol
Jet
ro

AND ORD(MID((SELECT IFNULL(CAST(COUNT(column_name)
AS NCHAR),0x20) FROM INFORMATION_SCHEMA.COLUMNS  Column 7%= &

2
WHERE table_name=admin AND ol
table_schema=****),1 1))>48&idx=0
AND ORD(MID((SELECT IFNULL(CAST(admin_id AS admin Table0l| A
3 NCHAR),0x20) FROM **** admin ORDER BY admin_id LIMIT & 22Xt A" 1D
0,1),1,1))>64&idx=0 A
AND ORD(MID((SELECT IFNULL(CAST(admin_pwd AS admin Table0i| A
4 NCHAR),0x20) FROM **** admin ORDER BY admin_id LIMIT 2 el Xt A i
0,1),1,1))>64&idx=0 AQIE HAM

B. A8 €8 O B2

el A2 AlY HEL 2 HEIRM B2 7tsoteE & Mo Y2 E[7| = Stht. C
mte 32 At & SHLtO|Ct. sftp.json2 ZHEEE 0t B M S7[HE 218 sSFTP A1E FEE Y
ALt 2eis 7HE 2HFof 2t ZEXBoFst= THAO|Lt, B30 2 QIote] E M| YZEE|UD, AFRX|

Y2 0| ABstH T FEHE 2 SIALL

Arex|do| Feh A™ 49 ot (I.vscodelsftp.json)

=

[{

"name": "***",
"host": "222,2%* xxx xxku,
"protocol": "sftp",
"port": **x*,
"username": "***"

* ’
"password": "***"

* ’
"remotePath": "/home/***",
"uploadOnSave": true

}

AFRX|QY (BRI 22 18 HMD U CHS et Bk



(=

ARRX|A M2 WL (’RT, L.vscodelsftp.json)

8.213.*** ***x _ . [20/Jan/2023:21:08:53 +0900] "GET /.config/sftp.json HTTP/1.1" 404
9 p-J
215
8.213.*** ***x _ . [20/Jan/2023:21:08:53 +0900] "GET /.vscode/sftp.json HTTP/1.1" 200
p-J
352
L (BEh. ..
8.213.*** ***x _ . [20/Jan/2023:21:08:53 +0900] "GET /.vscode/sftp.json HTTP/1.1" 200
p-J
352
5.28 . *** *xx _ . [20/Jan/2023:23:02:35 +0900] "GET /.vscode/sftp.json HTTP/1.1" 200 3
p-]
52

SSH HZ M3% 2(EAX : Secure Log)

(=

Jan 20 23:03:13 n***n sshd[39407]: Accepted password for %username% from 5.28,*** ***

port 61924 ssh2

Jan 20 23:03:13 n***n sshd[39407]: pam_unix(sshd:session): session opened for user %u
sername% by (uid=0)

Jan 20 23:09:30 n***n sshd[39407]: pam_unix(sshd:session): session closed for user %u
sername%

C. 228l HHM2| webLogic 22

M2AY

2 Oracle0f| A HiZZSH= WAS(Web Application Server) WebLogic2| 2z2fEl HHF Q| F|<f

HE AE8HAM 3712| ms7|HE HESt A= EME/QH 2= of2fet ZLf.

. ARAY 2AIS0| ZHYH THET

MRRY(REE)

ofefl 22 AFRX[Y0| 2 150 Haf| 20| 7ot | 4 =+S0ICk WebLogic
o 2t E =0 Zete|o] QAL



ThinkPHP V5.  rcel®@@ta A&

VMware vCenter ServeriZi2 X B HI4THE (CVE-2021-21972)

weblogic CVE-2021-2109#t E%1E

Yapi RCEFSAI#t BHIE SAR AESHELL

EESHITREER Srceit BT

R ClusterEngineV4.0 sysShell 3 #HTRE & S HATRAALE I3 #pocHlexp

SZHHOA e-cology rceft 2RI TR

FEBHErcemAtell. MATR

#ERMSpring Cloud Gateway TRABHITRE Spring_Cloud_Gateway_RCE_POC-CVE-2022-22947
#tE LRI MCVE-2022-22965-Spring-Core-Ree

#t 8 TiF CVE-2020-0796 - SMBv3 RCE

ZEWLAN AP RCERAHEIRES

% #Ruijie Networks RCOBAMRN IR , THERN E X . KB, FHi

ATFCNVD-2021-30167 poc : AANC BeanShell RCE , 1l +33iE+#t 8

Bt E1NjavailB R B FRMrcel®A , Eweblogic. struts2. shiro

B A ERCORBHENIN TR

6 B ERCERA—B#tE1e

+ 224 £l WebLogic AH
o I[oH7|Y 3xX(Diit, Et, Fiit)2 22l HTQ| WeblLogicE AHE SOIACH. EX|E HE2
-T'-7H EX] 109 o] XM HotHH0|E HEot HO| gl= W= 2AQUR(UC. A2
Flof AZE =7E MESHM HEME A= =HECL

mjslf 7| Diit Eft Fiit
Red Hat Enterprise
SUHH| HH Solaris 10 IBM AIX 7.1 _ P
Linux 5.5
WebLogic Version 10.3.6 10.3.5 10.3.5
WebLogic OfX|at
gic OX|H & 20144 20164 20134

biolE
- Y2C & dhjjojx| F=

o L|3{7|Y 3X(Dit, Eit, Fiit)2| EAMH 0= 22 2H|0|X|7} et F=0f| Rt H=E &

mjsh 7| dEE A=
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https://www.notion.so/09d3e4c83a784380acc3b36271a1f58a#b68dc5bd875740f4bde6967a033f9059

mjsh 7| dEE A=

[Domain Directory]/servers/*****/tmp/_WL_internal/wls-

Diit :
wsat/al6lsO/war/index.html
Eft [Domain Directory]/servers/*****/tmp/_WL_internal/wls-
][}
wsat/5y8uhv/war/index.html
Fit [Domain Directory]/servers/*****/tmp/_WL_internal/wls-
I

wsat/tdm5og/war/index.html

|
3-3. Ijoff 2
AKX F AT S AEHAM MHO| EE = 8 MY, LR HE 23| 2 AIO|E HE, XI&E AMH|
E SIRUCL 1o A& msf 7|QPC2RE = LHE X2 E HFFCH, 280 AEH}H ms| 7|
ofl= 170 7|1¥ S H2lstn= AH0|X] HAEDH SESHRALE
A U5 B o3
SQL Injection, AMH|A AN N o, @2 El Q| WeblogicE 2H-&35HH, A LHE Xtz HZ2
O| 7HSSICH AFR X2 0[2{Tt UM S Soff LHE 0| 27 HISHALL M, WEol S2 A2

S5to] L MBS LFC,

L2 XtE 3| (ZM : MySQL Slow Query Log)

¢

=

# Time: 230121 2:29:03

# User@Host: n***n [n***n] @ [5.28.*** ***]

# Query_time: 109.358440 Lock time: 0.000014 Rows_sent: 75916 Rows_examined: 75916
use %databasename%;

SET timestamp=1674235743;

SELECT * FROM “IN_BOOK_INFO";

# Time: 230121 2:29:57

# User@Host: n***n[n***n] @ [5.28.*** ***]

# Query_time: 205.455409 Lock _time: 0.171085 Rows_sent: 75224 Rows_examined: 75224
use %databasename%;

SET timestamp=1674235797;

SELECT * FROM “IN_ARTICLE_INFO ;

AR K| (BEIAE) B2 D8 HoAMD X St BN



X2 E¥ &2l(ZX : DB Dump IIY)

Navicat Premium Data Transfer

Source Server HI- 1 L S
Source Server Type © MysSQL

Source Server Version : 50156

Source Host : localhost:3306
Source Schema : submit_k***
Target Server Type © MysSQL

Target Server Version : 50156

File Encoding : 65001

Date: 21/01/2023 02:30:14
*/

SET NAMES utfs;
SET FOREIGN_KEY_CHECKS = 0;

B. YA|E WX U Schus

MRX|Y2 HEAHE S DAISHALE MZ2 HMHE 28oks =X 9| ¢H0|X|E | 21 H 0| X|2f W A[S
Hut 712 HZE SIALE S=QHATISH2 D67 Yol MHE 2A5HHM AFRX|Y0| 2T H=
EoF 37tX| YH|0|X[E &g = AALH.
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MRX|Yo| HECot FHu EHo]X]

¢ pns

CYBER SECURITY TEAM

oh= QIE| H S MESIEt

DAWN CAVALRY

CYBER SECURITY TEAM

Announced voluntary joining members? Saint Michael

| I voluntarily joined the Dawn Cavaliers and announced that I voluntarily joined the South Korean action plan.

My ID is: Saint Michael

I am coming from? Dark networkDawn Cavalry

C. XI& AMN|
ARx|2e Ciit MEof| Q!

rr

DBE E¥[ct = DFX|HQZ AH| = StRALE.
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DB 2tH| (ZX : MySQL Binary Log)

(=

#230124 22:57:28 server id 1 end_log_pos 67928024 Query thread_id=629978 exec_time=
1 error_code=0

SET TIMESTAMP=1674568648/*!*/;

DROP DATABASE "%databasename% ™ /*!*/;

# at 67928024

#230124 22:57:32 server id 1 end_log_pos 67929472 Query thread_id=629989 exec_time=
1 error_code=0

SET TIMESTAMP=1674568652/*!*/;

DROP DATABASE "%databasename% ™ /*!*/;

# at 67929472

3-4. {2 A
AX[Y2 i AHA S 2B fIsHM EF(e HE
otIosi7| Y == FE EF[e JHQ™EEL HEE ofH
Pagess)S Sl AA[ZF 370SI¥ =0 0l= ZLHAE 2 HE 7|2 S0l XAl
Z{Lt TEASHY] fIot X2 EO0|=H FHE =5

[}
Ok
=

E3 £ Databases # Upgrades O, Search & Hidden Service <+ Extras 4 Login &+ Register

> Leaked by Korea Mark all as read Today's posts

Leaked by Korea

by Eisea - Saturday January 21, 2023 at 04:38 AM

W Eisea In recent days, we have obtained relevant permission and materials from the Korea

(httpz/)
Official website permission verification information:
http://
This is just a try, preliminary activities, more activities will be in:
https://eisae.org/
keep announcing
Leak related:
DATA-1
DATA-2

Jan 2023
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BRIAE-Dawn Cavalry

Database table account password:
[5 entries]

a_idx | a_id | a_pw | a_auth | a_date |
a_name | a_class | a_email | a_grade |
a_phone |

R R ——

_.+.__+_
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b
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Github Pages(GithubOf|A| X Zst= & S ARMH|A)0| S71st EHF| HE

2023-1-4-FA1EHR iiﬁ
EEEAFELEERC 2IEFRR BFS TuBo
. = FEERSAEA

3 3 2

.
EANS
] [=] ¥ Announcement
BURILE, 0da A . o

B SIS https://t.me/XeARecen
Faiit: xiaoeisae@gmail.comps

"D Recent Post

1-7-BETH

2023-1 -7-%?‘}57] 2023-1-4-FKIER

HVESHAWERTH NG, ORSKHBESHIEEE. FRTHEEH, cAFrEREarEE BELAE

Ak FEAME A LIE SH

Ca
n DE

4-1. SQL Injection 22 0of|g}

H M AlFo| 2

AlFo| Y2 AT AT E O WL S I8 22 F=0f HAfeh 2o FAHS MASH, 2ot 2t
HEl 7|52 Foldhs 59 2 Ett: 0| B

st= 2 LIEFHCE SQL Injection CH2S 2ISHH, $H=2QIE{UIZIS 20|
ste 2 Aja_-| Hot Zt5| ot M, AT EQ 0] 78t HOt 710| = JavaScript Al F0{ 2L
St HEZtCH, s Eh 7F0| E0f|= SQL Injection2 CHESH7| IeH &t of|®| ZE S0| RULCE.

1

wah %]

o2 A MHE otHSHA Est| o 8l 342 BHXISHD KHEHoh= Hot SFMo|ct, & d
2 SQL Injection® OtL|2} XSS(Cross Site Scripting), CSRF(Cross Site Request Forgery)
2 34 Lojof| ES=|OUCE MU 2 F b THES 2lo] & Wt AL8 S Mt FAT|
o
=]

FERIEUTIS AN X #ots B WetHEHS)S MEE = QUL

2 on fot gl
lo JE

1o fo
oY [

rot
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https://boho.or.kr/kr/bbs/view.do?searchCnd=1&bbsId=B0000127&menuNo=205021&pageIndex=1&categoryCode=&nttId=27364
https://www.kisa.or.kr/2060204/form?postSeq=9&page=1
https://www.kisa.or.kr/2060204/form?postSeq=14&page=1
https://boho.or.kr/kr/subPage.do?menuNo=205012

4-2. AEER &2
MH L AEEE 2 off MY

IDE(Integrated development environment, £ 7H &2)E

2 28 MHt JHYPCE S7(etot= 2212212 A83h= 2971 Bt 2 1t
Moo= MARMEI 2oz M{Q) I—|:-|| ol ®
20l =EE 5 ACH F FAH == ol2fet
g5t MH L F2A™S &1 Z20f| 0| SUL.

P

{8 22| Xt S PR = F7(He = E M HAS Sl 2| TohK| 2 HEEET SRED A=K
eiQlsh= 20| 2Rt

—_

sftp.json Of|A|

¢

a=

"name": "Profile Name",

"host": "name_of_remote_host",

"protocol": "ftp",

"port": 21,

"secure": true,

"username": "username",

"remotePath": "/public_html/project", <---- This is the path which will be downl
oaded if you "Download Project"

"password": "password",

"uploadOnSave": true

4-3. 2YHH L ATEQ0] HH HI#0|=

AFRX|Q 2& msi 7oA 2Estn JE MEofl= 22 & HHM 2| 2FAXI2F WebLogic S2f &
TEQE A5t URULCH WebLogicE AHEst= 370 T6H7|Y 25 10E O|A X[t HEMS AtE
Z0|QUCt 2FH|H Q] 2L CentOS, Ubuntu, Solaris, AIX, Redhat S CI8HA| AL F0|UOLL, 1
H msH7 1S ®QstTs RE X|7|ZH0| D2 E|QIC}H X[ 7|ZH0| IR El LUH|H|= x| Al Horih|
O|EE HIE £ 17| M20f ZF F X0 ==0f QA EICH AXE ofH Isr|Y & YR = ChY
ot FoFd SHZ 7 ot X1 22|Xt2E MM El ot A EL WALRUCE [M2EA] O]2{3 FAHMOZ
BE E3557| QIsiME AF2E0 SIMM2t ATEY NS XA HFOZ HEA| ¥ 2||0|= sf{ofst

-
2

o

4-4. QX2 uiA

Citol s At AR, 2EE 2! DBZt AHIE[UCE, AFQXI°'9| HAAMH A A= OF%| A AL
X| QEQUX| T, S EHSHA == #otit of

X|of tt2tA Y] SHIIsHE2 S26] M| W20 &
R XFE= QU0 Z HI: HHA3Y e

KbM|SH HO! HIH S SEOIE{UIZIZS Q0| A] HZ 5 2HAIQ0] CH2 S 2|8t b B X H A|AEI HHY 710
% a
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https://www.notion.so/04dfe62787664250bcd363adf45358c9
https://krcert.or.kr/kr/bbs/view.do?searchCnd=1&bbsId=B0000127&menuNo=205021&pageIndex=1&categoryCode=&nttId=36327
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